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[bookmark: _Toc492629455][bookmark: _Toc350174611]Purpose of Document
This document details the background to the National Data Opt-out Programme (NDOP) and the required change, including the final set of requirements that have been developed through the GP IT Change and GP System of Choice (GPSoC) Requirements and Validation Engagement (RAVE) process via a series of workshops and Stakeholder consultations held between May 2017 and December 2018. Also outlined is the proposed timeframe for delivery of this change. 

[bookmark: _Toc492629456]Background

The National Data Opt-out Programme aligns with the National Data Guardian (NDG) Review of Data Security, Consent and Opt-Out, published in July 2016, and with the National Information Board (NIB) framework “Personalised Health and Care 2020”, which was published in November 2014.  
The NDG Review of Data Security, Consent and Opt-Outs was commissioned by the Secretary of State for Health and published on 6 July 2016.  Following public consultation, the Government response ‘Your Data: Better Security, Better Choice, Better Care’ was published on the 12 July 2017. It endorsed the NDG recommendation to provide a new national opt-out to give people a clear choice about how their personal confidential data is used for purposes beyond their individual care. 
The national data opt-out work takes place in the context of the drive to develop a digitised health and care system that offers patients more control and choice over the care they receive, improves their experience, provides them with better outcomes and delivers a more efficient health and care system.
Following the Government Response to the NDG review a national data opt-out has been developed for patients to opt out of sharing their confidential patient information for reasons other than their individual care and treatment. The national data opt-out went live on-line and in a non-digital version on 25 May 2018.
The national data opt-out will be introduced in a phased way, starting with the ability for patients to register their data opt-out preferences. The ability for the health and care system to be able to uphold opt-out preferences has started with NHS Digital and to be achieved incrementally by all health and care providers by March 2020.
The national data opt-out will not apply to people's individual care and treatment.
NHS Digital’s aim is to make sure health and care professionals have the information, tools and materials they need to help their patients make an informed decision about how their individual data will be used. As well as to also make sure that patients know how to access the national data opt-out and that it is transparent how their preferences are being applied across the health and care system.
The national data opt-out is part of a wider vision that aims to build patients' trust and confidence in how health and care services look after patient data and use it for the benefit of health and care, as well as assuring data security, across the health and care system.
The key points of the NDG review that fall within the scope of this development are:

· Patients in England should be able to securely set their opt-out preference(s) both on-line and in person on the basis of an agreed opt-out;

· When national data opt-out preferences are set, they will be applied across the whole English health and care system;

· All English health and care organisations must uphold national data opt-out preferences when sharing confidential patient information for purposes beyond their individual care.

In 2016 the National Data Opt-out Programme engaged with the Domain C GPSoC Advisory Board and were accepted to start the RAVE process, see the below diagram, with the aim to develop and deliver a national data opt-out solution for GP systems. Progress through the Foundation stage with the pre-project and feasibility stages of the process has been successfully completed. In October 2018 NDOP achieved priority status from GP IT Change / GPSoC in order to progress delivery aimed for completion in 2019.
[bookmark: _Hlk522275468]The feasibility phase of the GPSoC RAVE process for the National Data Opt-out Programme identified a set of high level requirements, see Appendix A. During the Foundation stage these requirements have been reviewed and elaborated via a series of workshops and stakeholder consultations to develop this set of requirements, see pages 8-12, that are subject to GP system supplier consideration for the required changes to the GP Systems that will support GP practices and patients and their data sharing preferences. See Appendix B for a log of the requirements change history.
Please see Page 7 for detail regarding the approach and delivery timelines. 

Requirements and Validation Engagement (RAVE) Process Overview
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NDOP GP IT Change / GPSoC Requirements

The NDOP GP IT Change / GPSoC requirements concern: 
· Upholding of National Data Opt-outs – GP Systems
The ability for a patient’s national data opt-out preference as recorded in the national repository to be upheld as required in data disseminations of confidential patient information for purposes beyond individual care from GP systems. 

These requirements have been defined to date via meetings, workshops, consultations and subsequent feasibility studies undertaken within NHS Digital and with Stakeholders.

The NDOP requirements have been prioritised for delivery in line with MoSCoW principles, with requirements being identified as either:
MUST – Must have this requirement to meet the business needs
SHOULD – Should have this requirement if possible, but project success does not rely on it
COULD – Could have this requirement if it does not affect anything else on the project
WOULD – Would like to have this requirement later, but delivery won't be this time.
N/A – No longer required.

Requirements marked as ‘WOULD’ are not able to be delivered now for various reasons, including existing infrastructure, and will require additional elaboration and prioritisation before suppliers are expected to deliver them. Timeframes for this additional work are yet to be established. They are captured within these requirements to ensure the delivered service is improved over time and to ensure the work completed so far to elaborate these is not lost. 

See pages 8-12 for the latest In-Scope NDOP ‘Upholding’ requirements.

It should be noted that the requirements defined within this document could be subject to further change and refinement.

Please note that RAVE NDOP requirement IDs may have changed from previous versions of this document.
[bookmark: _Toc492629458]Requirement Clarifications

Through stakeholder engagement and following the review of the outputs from the workshops it became evident that a number of clarifications around the scope for the change were required. These are presented below:

Clarification 1: Data Controllership
One of the exemptions to the national data opt-out set out in the NDG review is when there is a mandatory legal requirement – this includes the legal powers of NHS Digital to collect information when directed by the Secretary of State or NHS England under the Health and Social Care Act 2012. Therefore, the national data opt-out does not apply to flows into NHS Digital when it has been directed to collect the information. The review further clarified that the opt-out should not be applied to any already mandated data collections that pre-date the Health and Social Care Act 2012 e.g. Hospital Episode Statistics (HES) data.
When directed to collect data NHS Digital assumes data controller responsibilities for the national data set and is responsible for its use by NHS Digital including any onward release or sharing. 
NHS Digital has published information about what it collects and how it processes these data, patient choices in the release of their data and information about procedures and safeguards governing the release of patient data. This includes checking that the flow is lawful, that data recipients have appropriate safeguards in place to store and handle the data safely and securely as well as independent challenge and scrutiny of the decisions made. 
NHS Digital also publishes a data release register that sets out what data have been released, to whom and for what purpose. Data controllers providing data to NHS Digital would still need to provide clear information to patients that their data is shared with NHS Digital and that these are mandatory flows to which the national data opt-out does not apply.


[bookmark: _Toc492629459]Approach for delivering the National Data Opt-out


It is required that NDOP functionality for development of GP systems will be delivered to meet the National Data Opt-out implementation timelines, with solution(s) deployed and completion of this project to support GP practice readiness to meet their data controllership responsibilities and enable the upholding of National Data Opt-outs by September 2019.


The NDOP ‘Upholding’ requirements in the following tables on pages 8-12, provide the latest detail of the user stories and the requirements that are for consideration by GP system suppliers.


Supporting Information:

· National Data Opt-out Guidance & Policy:
https://digital.nhs.uk/services/national-data-opt-out-programme/guidance-for-health-and-care-staff

· MESH information – NDOP technical solution deployed by NHS Digital:
https://digital.nhs.uk/services/message-exchange-for-social-care-and-health-mesh

· Appendix A - High Level Feasibility Stage Requirements.

· Appendix B - Requirements History/Change Log.
[bookmark: _Toc492629466][bookmark: _Hlk524942776]In-Scope Validation Requirements
Upholding of national data opt-outs – GP Systems
	ID
	Description
	Acceptance Criteria
	Change History
	Priority

	RAVE-NDOP-014
	GP systems must provide information on how national data opt-out preferences were applied to any disclosures or data releases of confidential patient information made by the GP practice for purposes beyond individual care to support GP practice Data Controller responsibilities
 
– Note; this should relate to the data release as a whole rather than patient level releases
National Data Opt-out Information with a link to Operational Policy:
https://digital.nhs.uk/services/national-data-opt-out-programme/guidance-for-health-and-care-staff

	Applies to all data from GP systems including any exports, extracts, releases, disseminations and disclosures from GP systems as defined by National Data Opt-out Operational Policy

GP Systems must capture the following data attributes;
· Date of data release
· Name of dataset (potential free text)
· Recipient of data (potential free text)
· Purpose of data release (free text)
· Application of the Upholding of National Data Opt-outs (Y or N indicator) (eg. if the opt-out has been upheld or not in the disclosure)
· This data must be available in an ad hoc report (data release register) or an equivalent

GP Systems must support user configuration of the following data attributes for ad hoc (data release register) or equivalent and for non-scheduled regional and national disclosures;
· Name of dataset (potential free text)
· Recipient of data (potential free text)
· Purpose of data release (potential free text)
GP Systems must provide users the ability to create an ad hoc report (data release register) or equivalent with the following data attributes; 
· Date of data release
· Name of dataset (potential free text))
· Recipient of data (potential free text)
· Purpose of data release (potential free text)
· Application of the Upholding of National Data Opt-outs (Y or N indicator) (eg. if the opt-out has been upheld or not in the disclosure)

GP Systems must use the captured data attributes for an ad hoc report (data release register) or an equivalent
	Workshop 1 -No change 
Workshop 2 -Acceptance Criteria (A/C) added 
31/8 Uplift – No change
02/01 March 2019 date included
21/03 Priority changed to Must and revision of requirement wording
30/04 Final A/C revised to reflect GP Systems must capture and report on data attributes and make it available under a data release register
Aug2018 - A/C updated to detail to apply to ‘all data’. Description updated to detail ‘GP practice Data Controller responsibilities’. Addition of NDOP weblink
Sept to Oct2018 – acceptance criteria and description updated for clarity
Nov to Dec 2018 – A/C revised for clarification, including potential formats for data attributes
	Must

	RAVE-NDOP-034
	Single or Multiple Patient disclosures / disseminations: 
GP systems must be able to uphold the national data opt-out preferences when sharing confidential patient information for purposes beyond individual care in line with national policy

-Note; Patient identifiers are not removed prior to dissemination, rather the entire patient record is not disseminated
National Data Opt-out Information with a link to Operational Policy:
https://digital.nhs.uk/services/national-data-opt-out-programme/guidance-for-health-and-care-staff
Further detail on the technical solution deployed by NHS Digital - Message Exchange for Social Care and Health:
https://digital.nhs.uk/services/message-exchange-for-social-care-and-health-mesh

To note: For GP scenarios, there is acceptance in using the technical solution the GP system user/s will be informed of the patients opt-out status
To note: Historic patients is referred to as all patients that have ever been registered on a GP system regardless of status, for example, this includes any patients who have now transferred to another GP practice, marked as deceased or have been removed through a GP list cleansing activity etc.
	National Data Opt-out applies to historic or previous patient data

NHS numbers for patients with Type 1 opt-outs must also be included when using the technical solution prior to any disclosures

All records for patients with a national data opt-out are removed from disclosures before the disclosure / dissemination process

National data opt-out preferences must apply to any disclosures of confidential patient information
	12/12 New requirement created out of RAVE-NDOP-013
30/04 Further two A/C added to explore whether some form of prompt or confirmation is possible. And making it explicit to what national data-opt out applies to 
Aug2018 - Removal A/C, update of additional A/C entries. Description updated to define applying the upholding of opt outs. Addition of MESH weblink
Sept to Oct 2018 – Revision and addition to acceptance criteria for clarity and inclusion of Operational Policy weblink and effective from date
Nov to Dec 2018 – requirement revised to clarify criteria and the inclusion of all, new and historical patients. Supporting requirements RAVE-NDOP-034A and RAVE-NDOP-034B created to detail available option

	Must

	RAVE-NDOP-034A
	To uphold the latest patient preferences, GP system suppliers should use the technical solution deployed by NHS Digital every time data is disclosed

	GP systems should support a user in creating a list of valid only NHS numbers of all patients including historic for a disclosure / dissemination and utilise the technical solution to submit to NHS Digital for interrogation

The national data opt-out does not apply to non-valid NHS numbers

NHS Digital will return those NHS numbers for patients with no national data opt-out preference set

All records for patients not contained in NHS Digital returned records are removed from the disclosure 
	Nov to Dec 2018 - new supplementary requirements to support RAVE-NDOP-034.
	Should

	RAVE-NDOP-034B
	GP systems could adopt National Data Opt-out cached data operational principles


To note: The cached data principles are aligned with the NHS Digital ‘Check for National Data Opt-outs Service Licence’ agreement:
https://digital.nhs.uk/services/national-data-opt-out-programme

	The technical solution deployed by NHS Digital allows GP system suppliers on a scheduled basis to optionally cache the returned data for a time limited period

GP systems could support a user in creating a list of valid only NHS numbers of all patients including historic registration and utilise the technical solution to submit to NHS Digital for interrogation

NHS Digital will return those NHS numbers for patients with no national data opt-out preference set

All records for patients not contained in NHS Digital returned records are removed from all cohorts in the time limited period before any disclosure process

The following restrictions apply to the cached data:
· Access to the National Data Opt-out solution is provided for the purpose of enabling an organisation to comply with the national data opt-out policy only
· The cached data must be stored securely with appropriate access controls and only accessed for the purposes of applying opt-outs. This includes any cached and superseded cached data
· The cached data must not be used to identify patients with a national data opt-out
· The cached data must include all historic or previous patients
· The cached data must not be added to a patient record 
· The cached data must not be shared with any other organisation unless it is for the express purpose of the other organisation being able to apply national data opt-outs on behalf of the GP Practice Data Controller
· The maximum time period that any cached data may be retained is a calendar week from the point at which it was obtained from the service. In the event of system failures that prevent the cached data being updated as expected, to ensure that the existing cached data does not continue to be used such that the national data opt-out fair processing window is exceeded
· The cached data must not be used to provide clinicians or other care staff with a view of a patient’s national data opt-out preference
· The superseded cached data must not be retained or disclosed in the ‘live’ system when the cached data is replaced at the prescribed interval of a calendar week. However, it is permissible to retain the superseded cached data in order to ensure that national data opt-outs have been applied as expected
· If it is necessary to restore data from a backup, the cached data must be replaced once the restore is complete if the cache is older than the prescribed limit of a calendar week
· The cached data may be disclosed where there is a legal or statutory reason for the disclosure (for example in response to a Subject Access Request from a patient)
· GP Systems must check the opt-out status for new patients on registration rather than waiting for the next scheduled cache refresh (to ensure that patient’s national data opt-out preference status is continued regardless of GP system variants and GP business transaction)
	Nov to Dec 2018 – new supplementary requirements to support RAVE-NDOP-034. Following requirements elaboration with principal suppliers this requirement is to support suppliers to minimise the impact on their technical infrastructure.
April 2019 – acceptance criteria updated to further clarify aspects of the cached data principles.
To note: National Data Opt-out cached data is the cleansed file of NHS Numbers (national data opt-outs removed), that is returned and then stored for a time period to support the organisation in carrying out data disclosures.
	Could

	RAVE-NDOP-036
	GP systems must ensure patients National Data Opt-out preference status cannot be viewed within the GP system
	The National Data Opt-out preference status applies to all patients
	Nov to Dec 2018 – new requirement for clarification
	Must

	RAVE-NDOP-037
	All GP System variants (eg. community modules, Health and Justice modules, MOD modules) must be compliant with NDOP requirements
	GP system variants under the GPSoC framework must align with principal GP systems and adhere to the acceptance criteria
	Nov to Dec 2018 – new requirement for clarification
	Must
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		Version

		Date

		Summary of Changes



		1.0

		14-09-16

		First draft published







[bookmark: _Toc455414806]Background

In September 2015, the Secretary of State for Health commissioned an intensive review to recommend a new opt-out model for data sharing to enable people to make an informed decision about how their personal confidential data will be used; specifically for purposes beyond their direct care such as for research and to provide care quality information. The review was published on 6th July 2016 and a period of public consultation to further define the approach completed on 7th September 2016. The key points of the review that fall within the scope of this development are:



· Citizens / patients should be able to securely set their opt-out preference(s) both on-line and in person on the basis of an agreed opt-out model;



· When preferences are set, they will be applied across the whole health and care system;



· All health and care organisations must uphold opt-out preferences when sharing personal confidential information for purposes beyond direct care.

[bookmark: _Toc455414807]
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Next Steps

The feasibility phase of the Requirements and Validation Engagement (RAVE) process has identified high level requirements for this change. This document will be submitted to the Digital Primary Care Executive Board for consideration and to support endorsement to continue to the next step of the RAVE process, foundation. During the foundation phase GPSoC will work closely with stakeholders and suppliers to elaborate lower level detailed requirements. 








[bookmark: _Toc455414809]Scope of Feasibility Requirements Definition	

In Scope

The following is within the scope of this study for the purposes of the feasibility stage:

· The secure setting of opt-out preferences via appropriate Patient Facing Services (PFS) applications. Note: An example of an appropriate PFS application would be one which allows the patient to manage their patient record online;

· The setting of opt-out preferences via GP Systems, where a citizen chooses to set in-person; 

· The ability to store opt out preferences in a way which enables them to be shared with a national preferences data store and also be updated by the national preferences data store;

· The ability to uphold opt-out preferences in personal confidential data disseminations, for purposes beyond direct care, being made automatically or manually from GP systems.



Out of Scope

The following is out of scope for the purposes of the feasibility stage:

· Non-digital methods of recording patient opt-out preferences;

· Dataset specification;

· Spine interface requirements.

· 


National Data Guardian’s proposed consent/opt-out model 

The following excerpt from the National Data Guardian Review of Data Security, Consent and Opt-Outs[footnoteRef:1] explains how the concept of opting out may be presented to the public through eight, simple statements.  Four possible approaches to recording opt-out preferences have also been suggested. Importantly, the review does not express a preference or rule out alternative approaches. The public consultation and supporting user testing that is currently underway will identify the preferred approach. [1:  Full review available here: https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/535024/data-security-review.PDF] 
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[bookmark: _Toc455414810]High Level Requirements

The high level requirements within the document are defined as a result of the initial meetings and subsequent feasibility studies undertaken with stakeholders.  



The requirement IDs are as follows:  



		Requirement ID

		Description

		Version

		Source

		Priority

		Status



		RAVE-NOOM-001



		GP Systems must provide users with the ability to record and update patient opt-out preferences in alignment with the preferred approach identified following the public consultation.

		0.1

		National Opt-Out Programme

		Must

		In Scope



		RAVE-NOOM-002



		Where appropriate, Patient Facing Services applications should provide users with the ability to record and update patient opt-out preferences in alignment with the preferred approach identified following the public consultation.

		0.1

		National Opt-Out Programme

		Must

		In Scope



		RAVE-NOOM-003



		GP Systems (and where appropriate PFS applications) must present the opt-out options in the format deemed most appropriate through public consultation.

		0.1

		National Opt-Out Programme

		Must

		In Scope



		RAVE-NOOM-004



		Where a patient has not otherwise indicated their opt-out preferences, GP Systems (and where appropriate PFS applications) must default the patient’s opt-out preferences to the least restricted setting.

		0.1

		National Opt-Out Programme

		Must

		In Scope



		RAVE-NOOM-005



		GP Systems (and where appropriate PFS applications) must not place a limit on the number of times a patient’s opt-out preference can be updated.

		0.1

		National Data Guardian Review

		Must

		In Scope



		RAVE-NOOM-006



		GP Systems (and where appropriate PFS applications) must send all updates made to opt-out preferences to a central database on the Spine in an agreed format.

		0.1

		National Opt-Out Programme

		Must

		In Scope



		RAVE-NOOM-007



		GP Systems (and where appropriate PFS applications) must remain synchronised with opt-out data held on the Spine at all times.

		0.1

		National Opt-Out Programme

		Must

		In Scope



		RAVE-NOOM-008



		GP Systems (and where appropriate PFS applications) must enable users to view the opt-out preferences currently set for a particular patient.

		0.1

		National Opt-Out Programme

		Must

		In Scope



		RAVE-NOOM-009



		GP Systems (and where appropriate PFS applications) must record changes made to opt-out preferences in an audit trail.

		0.1

		National Opt-Out Programme

		Must

		In Scope



		RAVE-NOOM-010



		GP Systems (and where appropriate PFS applications) must be able to uphold opt-out preferences when sharing personal confidential information for purposes beyond direct care.

		0.1

		National Opt-Out Programme

		Must

		In Scope
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The eight-point model

1. You are protected by the law.

‘Your personal confidential information will only ever be
used where allowed by law. It will never be used for
marketing or insurance purposes, without your consent.

2. Information is essential for high quality care.

Doctors, nurses and others providing your care need
to have some information about you to ensure that your
care is safe and effective.

However, you can ask your health care professional
not to pass on particular information to others involved

3. Information is essential for other beneficial
purposes.

Information about you is needed to maintain and improve
the qualty of care for you and for the whole communty.
Ithelps the NHS and social care organisations to provide
the right care i the right places and it enables research
to develop better care and treatment.

4. You have the right to opt out.

‘You have the right to opt out of your personal
‘confidential information being used for these other
purposes beyond your direct care.

This opt-out covers:
A) Personal confidential information being used to
provide local services and run the NHS and social
care system
For example:
 NHS England surveys, for example to find out
patients’ experiences of care and treatment
for cancer
« regulators and those providing care checking
its quality
 NHS Improvement auditing the quality of
hospital data.
B) Personal confidential information being used to
‘support research and improve treatment and care.
For example:
« auniversity researching the effectiveness of the
NHS Bowel Cancer Screening Programme
« aresearcher writing to an individual to invite
them to participate in a specific approved
research project

& commercial organisation receiving data from an
NHS organisation to look at whether contamination
levels are safe for workers in the nuclear industry.

This choice could be presented as two separate

opt-outs. O there could be a single opt-out covering

personal confidential information being used both in
funning the health and social care system and to
support research and improve treatment and care.

5. This opt-out will be respected by all
organisations that use health and soci
formation.

You only have to state your preference once, and it wil
be applied across the health and social care system.
You can change your mind, and this new preference
will be honoured.

6. Explicit consent will continue to be possible.
Even if you opt out, you can continue to give your
explicit consent to share your personal confidential
information if you wish, for example for a specific
research study.

7. The opt-out will not apply to anonymised
formation.

The Information Commissioner's Office has a Code of
Practice that establishes how data may be sufficiently
anonymised that it may be used in controlled
circumstances without breaching anyone’s privacy.
The ICO independently monitors the Code.

The Health and Social Care Information Centre, as the
statutory safe haven for the health and social care
system, will anonymise personal confidential
information it holds and share it with those that are.
authorised to use it

By using anonymised data, NHS managers and
researchers will have less need to use people’s personal
confidential information and less justification for doing so.

8. Arrangements will continue to cover

exceptional circumstances.

The opt-out will not apply where there is a mandatory

legal requirement or an overriding public interest.

These will be areas where there is a legal duty to share
rmation (for example a fraud investigation) or an

overriding public interest (for example to tackle the
ebola virus)
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Two question opt-out presented as an information profile

My health and social care informat

People providing you with care need to know a
ertain amount about you to ensure that care is safe
and effective. This personal confidential information
about patients and service users is also useful for
other purposes, such as checking the qualtty of care
and researching better cures. You have a choice
about how personal confidental information about
youis used

® Standard setting - information about me can
be used to run the NHS and social care
system and to support research to improve
treatment and care for everyone.
Your information will be used to check the quality
of your care, to ask your opinion about the care
you have received, and to help researchers
improve how diseases such as cancer are treated.
and prevented.

n profile

O Limited setting ~ information about me can be
used to run the NHS and social care system,
but not for research.

Your information will be used to check the quality
of your care and to ask your opinion about the
care you have received. .Your information will not
be used by researchers to improve how diseases
such as cancer are treated and prevented.

Restricted setting — information about me can
only be used by the people directly providing
my care.

People providing your care will be able to see the
information they need. The NHS and social care
system will not be able to use your information to
check the quality of care you receive, nor will
researchers use it to improve how diseases such
as cancer are treated and prevented.

Your personal confidential information will only be used for purposes that benefit treatment and care. It will

never be used for marketing or insurance purposes.

Two question opt-out presented with tick box

At the moment information about your healthcare
used when you are treated or given support by
ahealth or care professional. That will continue.

People providing you with treatment and care need
to know a certain amount about you to ensure that
care is safe and effective. This personal confidential
information about patients and service users can be
useful for other purposes, such as checking the
quality of care and researching improved treatment
You have two choices about how personal
confidential information about you s used other than
for your own care.

1. Allow my information to be used to support
research to improve treatment and care.

This means:

* Researchers can improve how diseases such as
cancer are treated and prevented

« Charities can evaluate the quality of services, for
example for people living with dementia

If you agree you do not need to do anything.

If you do not agree, tick here

2. Allow my information to be used to run the NHS
and social care system

This means:

The NHS can ask your opinion about the care you
have received

The NHS can check the quality of the care that you
receive

If you agree you do not need to do anything.

If you do not agree, tick here
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Single opt-out presented as an information profile

My health and social care information profile

People providing you with care need to know a
ertain amount about you to ensure that care is safe
and effective. This personal confidential information
about patients and service users can be useful for
other purposes, such as checking the quality of care
and researching better cures. You have a choice
about how personal confidental information about
youis used
® Standard setting — information about me can
be used to run the NHS and care system and
to support medical research to improve
treatment and care for everyone.
Your information will be used to check the quality
of your care, to ask your opinion about the care.
you have received and to help researchers
improve how diseases such as cancer are
treated and prevented.

O Restricted setting — information about me can
only be used by the people directly providing

\g your care will be able to see the
information they need. The NHS and social care
system will not be able to use your information to
check the quality of care you receive, nor wil
researchers use it to improve how diseases such
as cancer are treated and prevented.

Your personal confidential information will only be used for purposes that benefittreatment and care. It will
never be used for marketing or insurance purposes.

Single opt-out presented with tick boxes

At the moment information about your healthcare
is used when you are treated or given support by
ahealth or care professional. That will continue.

People providing you with treatment and care need
to know a certain amount about you to ensure that
care is safe and effective. This personal confidential
information about patients and service users can be
useful for other purposes, such as checking the

quality of care and researching improved treatment.
You have a choice about how personal confidential
information about you is used other than for your
own care.

Allow my information to be used to run the NHS.

and social care system and to support research

to improve treatment and care.

This means:

* Researchers can improve how diseases such as
cancer are treated and prevented

Charities can evaluate the quality of services, for
example for people living with dementia

‘The NHS can ask your opinion about the care
you have received.

If you agree you do not need to do anything.

If you do not agree, tick here
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[bookmark: _Toc492629462][bookmark: _Toc492629466]In-Scope Validation Requirements – history / change log

[bookmark: _Toc492629463]Upholding of national data opt-outs – GP Systems

		ID

		Description

		Acceptance Criteria

		Change History

		Priority



		RAVE-NDOP-013

		GP systems must be able to uphold national data opt-out preferences when sharing patient confidential information for purposes beyond individual care in line with national policy.

- Note; There is an assumption that where a record is found for a patient with a national data opt-out, the entire record should be removed from the data asset

- Note; There are exceptions to policy as set out in the NDG Review and accepted in the Government Response e.g. explicit consent to a data use

		· Latest version of national repository national data opt-out data as supplied by NHS Digital from spine is used when upholding national data opt-outs GP systems uphold national data opt-outs to any data releases or extracts and adhere to fair processing rules in line with the National Data Opt-out policy

· GP systems must report record and retain on the number of records removed/opt-outs found within a data release

		Workshop 1 - Acceptance criteria added 

Workshop 2 -First acceptance criteria reworded so as not to define solution

31/8 Uplift – second A/C reworded to remove ambiguity

27/11 Uplift added new A/C to reflect that opt-outs are to be upheld for both multiple patient disseminations and single patient extracts via API

12/12 Descoped and replaced with RAVE-NDOP-034 and RAVE-NDOP-035

		N/A



		RAVE-NDOP-014

		GP systems should must provide information on how national data opt-out preferences were applied to any disclosures or data releases of confidential patient information made by the GP practice for purposes beyond individual care to support GP practice Data Controller responsibilities

 

– Note; this should relate to the data release as a whole rather than patient level releases

National Data Opt-out Information with a link to Operational Policy:

https://digital.nhs.uk/services/national-data-opt-out-programme/guidance-for-health-and-care-staff



		Applies to all data from GP systems including any exports, extracts, releases, disseminations and disclosures from GP systems as defined by National Data Opt-out Operational Policy only (e.g. Not those by NHS Digital/NHS Trusts etc.)

· To be available by and to apply from no later than March 2019

· Applies to all datasets released by GP practices, where a particular patient/s were present in that dataset

· For patients, GP systems must be able to report on whether their data was included or removed from a dataset and give the reason why (e.g. consent, national data opt-out found, no national data opt-out found etc.)

GP Systems must capture and report on the following data attributes;

· Date of data release

· Name of dataset (potential free text)

· Recipient of dataset (potential free text)

· Purpose of for data release (free text)

· Application of the Upholding of National Data Opt-outs (Y or N indicator) (eg. if the opt-out has been upheld or not in the disclosure)

· This data must be available in an ad hoc report (data release register) or an equivalent



GP Systems must support user configuration of the following data attributes for ad hoc (data release register) or equivalent and for non-scheduled regional and national disclosures;

· Name of dataset (potential free text)

· Recipient of data (potential free text)

· Purpose of data release (potential free text)

GP Systems must provide users the ability to create an ad hoc report (data release register) or equivalent with the following data attributes; 

· Date of data release

· Name of dataset (potential free text))

· Recipient of dataset (potential free text)

· Purpose of for data release (potential free text)

· Application of the Upholding of National Data Opt-outs (Y or N indicator) (eg. if the opt-out has been upheld or not in the disclosure)

· This data must be available for a data release register or an equivalent

GP Systems must use the captured data attributes for an ad hoc report (data release register) or an equivalent.

		Workshop 1 -No change 

Workshop 2 -Acceptance Criteria (A/C) added 

31/8 Uplift – No change

02/01 March 2019 date included

21/03 Priority changed to Must and revision of requirement wording

30/04 Final A/C revised to reflect GP Systems must capture and report on data attributes and make it available under a data release register

Aug2018 - A/C updated to detail to apply to ‘all data’. Description updated to detail ‘GP practice Data Controller responsibilities’. Addition of NDOP weblink

Sept to Oct2018 – acceptance criteria and description updated for clarity

Nov to Dec 2018 – A/C revised for clarification, including potential formats for data attributes

		Should

Must



		RAVE-NDOP-026

		Where appropriate, any changes to GP systems to support the upholding of national data opt-out preferences must be made available to systems used within Ministry of Justice and Ministry of Defence settings.

– Note; for changes to Ministry of Defence and Health and Justice system variants. These operate under separate contracts to GPSoC and are included here for completeness. Changes are not expected to be delivered through this process. 

		

		Workshop 1 - New Requirement identified 

Workshop 2 – No change

31/8 Uplift – No change

27/11 De-scoped in line with MoJ and MoD contractual arrangements

		N/A



		RAVE-NDOP-031

		GP systems must could present a warning/confirmation message when opening printable files/records printing or copying files for where patient has a national data opt-out

		· Warning/confirmation prompt presented when opening for printable patient files record and where national data opt-out has been set

· GP Practice system user must accept warning message before being able to view file/record print patient record where a national data opt-out has been set

· Implementation is to be in line with controls in place for existing opt-outs

		Workshop 1 – N/A

Workshop 2 - New Requirement identified 

31/8 Uplift – Reworded A/C to reflect that upholding does not restrict the viewing of patient records within GP systems

7/9 Uplift – Priority changed to Could and revision of requirement and acceptance criteria wording

Aug2018 - Requirement descoped as no duty to provide message/alert

		Must

Could

N/A



		RAVE-NDOP-015

		GP systems must prevent Users from entering Type 2 objections using all existing read codes and systems from the date agreed in national policy.

– Note; this requirement has a dependency on a national policy decision regarding transition of existing Type 2 Objections

		· No new entries of Type 2 read codes can be recorded from a date to be confirmed

· Systems must prevent Users from recording the following read codes:

· 9Nu4 (Read2)

· XaaVL (CTV3)

· 881561000000100 (SNOMED-CT)

		Workshop 1 - Separated out T1 and T2 objections as per change history for RAVE-NDOP-001

Workshop 2 - No change 

31/8 uplift – No change

02/01 De-scoped as T2O to be resolved alternatively

		N/A



		RAVE-NDOP-024



		GP systems must prevent any existing Type 2 objections from being deleted and must ensure they are retained and visible for audit purposes.

		· Existing recorded Type 2 objections must not be deleted from GP systems

· Type 2 objections are retained and visible for audit purposes



		Workshop 1 - Additional requirement identified following as per change history for RAVE-NDOP-001

Workshop 2 - No change 

31/8 uplift – No change

02/01 De-scoped as T2O to be resolved alternatively

		N/A



		RAVE-NDOP-034

		Single or Multiple Patient disclosures / disseminations: 

GP systems must be able to uphold the be able to uphold national data opt-out preferences when sharing patient confidential patient information for purposes beyond individual care in line with national policy, for multiple patient dissemination/s



-Note; Patient identifiers are not removed prior to dissemination, rather the entire patient record is not disseminated

National Data Opt-out Information with a link to Operational Policy:

https://digital.nhs.uk/services/national-data-opt-out-programme/guidance-for-health-and-care-staff

Further detail on the technical solution deployed by NHS Digital - Message Exchange for Social Care and Health:

https://digital.nhs.uk/services/message-exchange-for-social-care-and-health-mesh



To note: For GP scenarios, there is acceptance in using the technical solution the GP system user/s will be informed of the patients opt-out status

To note: Historic patients is referred to as all patients that have ever been registered on a GP system regardless of status, for example, this includes any patients who have now transferred to another GP practice, marked as deceased or have been removed through a GP list cleansing activity etc.

		· Batch retrieval process is used to retrieve national opt-out status for multiple patient cohorts

· To be available for GP systems to apply from no later than March 2019

· NHS numbers for patient cohorts to be sent via MESH to NHS Digital

· GP systems must be able to support a user in creating a list of NHS numbers of all patients including historic for a disclosure / dissemination and utilise the technical solution to submit to NHS Digital for interrogation

National Data Opt-out applies to historic or previous patient data

NHS numbers for patients with Type 1 opt-outs must also be included when using the technical solution prior to any disclosures

· NHS Digital will utilise the technical solution and return those NHS numbers for patients with no national data opt-out preference set

All records for patients with a national data opt-out not contained in NHS Digital returned records are removed from disclosures from original cohort before the disclosure / dissemination process

· User needs to specify a purpose in whether the data is going to be used as part of the national data opt-out

National data opt-out preferences must apply to all exports, extracts, releases, disseminations and any disclosures of confidential patient information from GP systems

· GP Systems must check the opt-out status for new patients on registration rather than waiting for the next scheduled cache refresh (to ensure that patient’s National Data Opt-out preference status is continued regardless of GP system variants and GP business transaction)

		12/12 New requirement created out of RAVE-NDOP-013

30/04 Further two A/C added to explore whether some form of prompt or confirmation is possible. And making it explicit to what national data-opt out applies to 

Aug2018 - Removal A/C, update of additional A/C entries. Description updated to define applying the upholding of opt outs. Addition of MESH weblink

Sept to Oct 2018 – Revision and addition to acceptance criteria for clarity and inclusion of Operational Policy weblink and effective from date

Nov to Dec 2018 – requirement revised to clarify criteria and the inclusion of all, new and historical patients. Supporting requirements RAVE-NDOP-034A and RAVE-NDOP-034B created to detail available option



		Must



		RAVE-NDOP-034A

		To uphold the latest patient preferences, GP system suppliers should use the technical solution deployed by NHS Digital every time data is disclosed



		GP systems should be able to support a user in creating a list of valid only NHS numbers of all patients including historic for a disclosure / dissemination and utilise the technical solution to submit to NHS Digital for interrogation. 

The national data opt-out does not apply to non-valid NHS numbers.

· National Data Opt-out applies to historic or previous patient data



NHS Digital will and return those NHS numbers for patients with no national data opt-out preference set



All records for patients not contained in NHS Digital returned records are removed from the disclosure original all cohorts in the time limited period before any the disclosure / dissemination process

· National data opt-out preferences should apply to any disclosures of confidential patient information

· GP Systems should check the opt-out status for new patients on registration rather than waiting for the next scheduled cache refresh (to ensure that patient’s National Data Opt-out preference status is continued regardless of GP system variants and GP business transaction)

		Nov to Dec 2018 - new supplementary requirements to support RAVE-NDOP-034.

		Should



		RAVE-NDOP-034B

		GP systems could adopt National Data Opt-out cached data operational principles





To note: The cached data principles are aligned with the NHS Digital ‘Check for National Data Opt-outs Service Licence’ agreement:

https://digital.nhs.uk/services/national-data-opt-out-programme



		The technical solution deployed by NHS Digital allows GP system suppliers on a scheduled basis to optionally cache the returned data for a time limited period



GP systems could be able to support a user in creating a list of valid only NHS numbers of all patients including historic registration for a disclosure / dissemination and utilise the technical solution to submit to NHS Digital for interrogation



NHS Digital will return those NHS numbers for patients with no national data opt-out preference set



All records for patients not contained in NHS Digital returned records are removed from all cohorts in the time limited period before any disclosure process



The following restrictions apply to the cached data:

· Access to the National Data Opt-out solution is provided for the purpose of enabling an organisation to comply with the national data opt-out policy only

· The cached data must be stored securely with appropriate access controls and only accessed for the purposes of applying opt-outs. This includes any cached and superseded cached data

· The cached data must not be used to identify patients with a national data opt-out

· The cached data must include all historic or previous patients

· The cached data must not be added to a patients record 

· The cached data must not be shared with any other organisation unless it is for the express purpose of the other organisation being able to apply national data opt-outs on behalf of the GP Practice Data Controller

· The maximum time period that the any cached data may be retained is a calendar week from the point at which it was obtained from the service. In the event of system failures that prevent the cached data being updated as expected, to ensure that the existing cached data does not continue to be used such that the national data opt-out fair processing window is exceeded

· The cached data must not be used to provide clinicians or other care staff with a view of a patient’s national data opt-out preference

· The historic cached data must not be retained or disclosed when the updated cached data is replaced refreshed at the prescribed interval. If it is necessary to restore any cached data from a backup, the cached data must be replaced once the restore has been completed

· The superseded cached data must not be retained or disclosed in the ‘live’ system when the cached data is replaced at the prescribed interval of a calendar week. However, it is permissible to retain the superseded cached data in order to ensure that national data opt-outs have been applied as expected

· If it is necessary to restore data from a backup, the cached data must be replaced once the restore is complete if the cache is older than the prescribed limit of a calendar week

· The cached data may be disclosed where there is a legal or statutory reason for the disclosure (for example in response to a Subject Access Request from a patient)

· GP Systems must check the opt-out status for new patients on registration rather than waiting for the next scheduled cache refresh (to ensure that patient’s national data opt-out preference status is continued regardless of GP system variants and GP business transaction)

		Nov to Dec 2018 – new supplementary requirements to support RAVE-NDOP-034. Following requirements elaboration with principal suppliers this requirement is to support suppliers to minimise the impact on their technical infrastructure.

To note: National Data Opt-out cached data is the cleansed file of NHS Numbers (national data opt-outs removed), that is returned and then stored for a time period to support the organisation in carrying out data disclosures.

April 2019 – acceptance criteria updated to further clarify aspects of the cached data principles.

		Could



		RAVE-NDOP-035

		Single Patient disclosures / disseminations: 

GP systems must apply the upholding of be able to uphold national data opt-out preferences when sharing patient confidential information for purposes beyond individual care in line with national policy, for a single patient dissemination



- Note; There are exceptions to policy as set out in the NDG Review and accepted in the Government Response e.g. explicit consent to a data use

-Note; Patient identifiers are not removed prior to dissemination, rather the entire patient record is not disseminated

National Data Opt-out Information with a link to Operational Policy:

https://digital.nhs.uk/services/national-data-opt-out-programme/guidance-for-health-and-care-staff

Further detail on the technical solution deployed by NHS Digital - Message Exchange for Social Care and Health:

https://digital.nhs.uk/services/message-exchange-for-social-care-and-health-mesh

		· Refer to Acceptance Criteria detailed at RAVE-NDOP-034

· To apply from March 2019

· National data opt-out preferences must apply to all Exports, Extracts, Releases and Disseminations of patient data from GP systems

· MESH (or API) messaging is used to obtain patient preference status

· Where a national data opt-out is found via MESH (or API) messaging, that patient’s data must not be disseminated



API clarification:

Although the single patient lookup API is in use for NHS Digital updates, it isn’t yet suitable for external connections. There is work still to be completed to get the API secured in a way that would allow it to be safely accessed from third parties. Currently no timeframe is available for when the API for external connections will be available





		12/12 New requirement created out of RAVE-NDOP-013

Aug2018 - Description updated to define applying the opt out. API clarification added. Addition of MESH weblink

Sept & Oct 2018 – Revision to acceptance criteria wording for clarity and inclusion of Operational Policy weblink, application of opt out and effective from date

Nov 2018 – Requirement incorporated into RAVE-NDOP-034.

		Must

N/A



		RAVE-NDOP-036

		GP systems must ensure patients National Data Opt-out preference status cannot be viewed within the GP system

		The National Data Opt-out preference status applies to all patients

		Nov to Dec 2018 – new requirement for clarification

		Must



		RAVE-NDOP-037

		All GP System variants (eg. community modules, Health and Justice modules, MOD modules) must be compliant with NDOP requirements

		GP system variants under the GPSoC framework must align with principal GP systems and adhere to the acceptance criteria

		Nov to Dec 2018 – new requirement for clarification

		Must
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