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Part 7  Spine Security Broker—API Supplement

7.1 Java APIs

7.1.1 Identity Agent Ticket API

7.1.1.1 Subfunctions

	Subfunction Name
	Description
	Internal or Exposed

	getTicket()
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getTicket()
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Returns the ticket if available or otherwise requests one
	Exposed

	destroyTicket()
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If a ticket is available, contacts the logout URL with ticket as payload and then delete ticket from memory.
	Internal

	getNewTicket()
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Destroys current ticket and manages authentication
	Internal

	getTicketNoAuth()
	If a ticket is available, this is returned. Otherwise no value.
	External

	getGacEnvironment()
	Returns the a new class for determining whether the user is in a Citrix entironment.
	Internal


7.1.1.2 com.gemplus.gemauth.api Class GATicket

java.lang.Object

  |

  +--com.gemplus.gemauth.api.GATicket
public class GATicket 

extends java.lang.Object

NHS Spine Ticket API
Interface to the security broker and to GemAuthenticate. 

	Field Summary

	static java.lang.String
	LIBRARY_NAME 
          CONSTANT: Name of native library that this class is dependent on.

	static int
	TCK_API_ERR_AUTHDATA_SYNTAX_ERROR 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_AUTHENTICATION_FAILED 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_AUTHENTICATION_NOT_POSSIBLE 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_AUTHMETHOD_NOT_AVAILABLE 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_AUTHMETHOD_NOT_POSSIBLE 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_AUTHSERVER_NOT_AVAILABLE 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_BUFFER_TOO_SMALL 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_INTERNAL 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_INTERNAL_ERROR 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_INVALID_INSTANCE_HANDLE 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_INVALID_PARAMETER 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_LOAD_RES_FAILED 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_NO_SERVERFOUND 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_NOT_INITIALIZED 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_NOT_INSTALLED 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_READER_NOT_AVAILABLE 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_RESOURCE_ALLOCATION_FAILED 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_RESOURCE_NOT_AVAILABLE 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_SERVER_BUSY 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_SERVER_COMM_FAILED 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_SMARTCARD_NOT_SUPPORTED 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_SMARTCARD_NOT_VALID 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_TICKET_NOT_AVAILABLE 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_USER_ABORT 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_USER_NOT_VALID 
          CONSTANT: Return value -

	static int
	TCK_API_ERR_VERSION_CONFLICT 
          CONSTANT: Return value -

	static int
	TCK_API_SUCCESS 
          CONSTANT: Return value - Successful operation.

	static int
	TCK_ERR_GRP_AUTHENTICATION 
           

	static int
	TCK_ERR_GRP_CARD_DEVICE 
           

	static int
	TCK_ERR_GRP_CONFIG 
           

	static int
	TCK_ERR_GRP_GENERIC 
           

	static int
	TCK_ERR_GRP_MASK 
          Error groups

	static int
	TCK_ERR_GRP_WINDOWS 
           

	static int
	GATICKET_VERSION_API1

	static int
	GATICKET_VERSION_ENGINE1

	static int
	GATICKET_VERSION_GACPRODUCT



  

	Constructor Summary

	GATicket() 
          Constructor.
	


  

	Method Summary

	 void
	destroyTicket() 
          Destroy the current ticket. 

	 void
	finalize() 
          Finalizes the class and returns all resources.

	 java.lang.String
	getErrorDescription(long Error) 
          Gets error code description.

	 long
	getGAVersion(int iWhichVersion) 
          Gets library version.

	 long
	getLastError() 
          Gets last error code.

	 java.lang.String
	getNewTicket() 
          Gets a new ticket. 

	 java.lang.String
	getTicket() 
          Get current ticket - if none available start authentication.

	 java.lang.String
	getTicketNoAuth() 
          Get current ticket - if none is available authentication is not started.

	 void
	setIsDebug(boolean isDebug_v) 
          Sets the debug message on/off


  

	Methods inherited from class java.lang.Object

	equals, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait


  

	Field Detail


LIBRARY_NAME

public static final java.lang.String LIBRARY_NAME
CONSTANT: Name of native library that this class is dependent on.

TCK_API_SUCCESS

public static final int TCK_API_SUCCESS
CONSTANT: Return value - Successful operation.

TCK_ERR_GRP_MASK

public static final int TCK_ERR_GRP_MASK
Error groups

TCK_ERR_GRP_GENERIC

public static final int TCK_ERR_GRP_GENERIC
TCK_ERR_GRP_CARD_DEVICE

public static final int TCK_ERR_GRP_CARD_DEVICE
TCK_ERR_GRP_AUTHENTICATION

public static final int TCK_ERR_GRP_AUTHENTICATION
TCK_ERR_GRP_CONFIG

public static final int TCK_ERR_GRP_CONFIG
TCK_ERR_GRP_WINDOWS

public static final int TCK_ERR_GRP_WINDOWS
TCK_API_ERR_INTERNAL

public static final int TCK_API_ERR_INTERNAL
CONSTANT: Return value -

TCK_API_ERR_NOT_INITIALIZED

public static final int TCK_API_ERR_NOT_INITIALIZED
CONSTANT: Return value -

TCK_API_ERR_INVALID_PARAMETER

public static final int TCK_API_ERR_INVALID_PARAMETER
CONSTANT: Return value -

TCK_API_ERR_BUFFER_TOO_SMALL

public static final int TCK_API_ERR_BUFFER_TOO_SMALL
CONSTANT: Return value -

TCK_API_ERR_INVALID_INSTANCE_HANDLE

public static final int TCK_API_ERR_INVALID_INSTANCE_HANDLE
CONSTANT: Return value -

TCK_API_ERR_SERVER_BUSY

public static final int TCK_API_ERR_SERVER_BUSY
CONSTANT: Return value -

TCK_API_ERR_SERVER_COMM_FAILED

public static final int TCK_API_ERR_SERVER_COMM_FAILED
CONSTANT: Return value -

TCK_API_ERR_RESOURCE_ALLOCATION_FAILED

public static final int TCK_API_ERR_RESOURCE_ALLOCATION_FAILED
CONSTANT: Return value -

TCK_API_ERR_TICKET_NOT_AVAILABLE

public static final int TCK_API_ERR_TICKET_NOT_AVAILABLE
CONSTANT: Return value -

TCK_API_ERR_INTERNAL_ERROR

public static final int TCK_API_ERR_INTERNAL_ERROR
CONSTANT: Return value -

TCK_API_ERR_VERSION_CONFLICT

public static final int TCK_API_ERR_VERSION_CONFLICT
CONSTANT: Return value -

TCK_API_ERR_NOT_INSTALLED

public static final int TCK_API_ERR_NOT_INSTALLED
CONSTANT: Return value -

TCK_API_ERR_NO_SERVERFOUND

public static final int TCK_API_ERR_NO_SERVERFOUND
CONSTANT: Return value -

TCK_API_ERR_LOAD_RES_FAILED

public static final int TCK_API_ERR_LOAD_RES_FAILED
CONSTANT: Return value -

TCK_API_ERR_AUTHMETHOD_NOT_AVAILABLE

public static final int TCK_API_ERR_AUTHMETHOD_NOT_AVAILABLE
CONSTANT: Return value -

TCK_API_ERR_AUTHMETHOD_NOT_POSSIBLE

public static final int TCK_API_ERR_AUTHMETHOD_NOT_POSSIBLE
CONSTANT: Return value -

TCK_API_ERR_RESOURCE_NOT_AVAILABLE

public static final int TCK_API_ERR_RESOURCE_NOT_AVAILABLE
CONSTANT: Return value -

TCK_API_ERR_SMARTCARD_NOT_SUPPORTED

public static final int TCK_API_ERR_SMARTCARD_NOT_SUPPORTED
CONSTANT: Return value -

TCK_API_ERR_READER_NOT_AVAILABLE

public static final int TCK_API_ERR_READER_NOT_AVAILABLE
CONSTANT: Return value -

TCK_API_ERR_SMARTCARD_NOT_VALID

public static final int TCK_API_ERR_SMARTCARD_NOT_VALID
CONSTANT: Return value -

TCK_API_ERR_USER_ABORT

public static final int TCK_API_ERR_USER_ABORT
CONSTANT: Return value -

TCK_API_ERR_AUTHENTICATION_FAILED

public static final int TCK_API_ERR_AUTHENTICATION_FAILED
CONSTANT: Return value -

TCK_API_ERR_AUTHENTICATION_NOT_POSSIBLE

public static final int TCK_API_ERR_AUTHENTICATION_NOT_POSSIBLE
CONSTANT: Return value -

TCK_API_ERR_USER_NOT_VALID

public static final int TCK_API_ERR_USER_NOT_VALID
CONSTANT: Return value -

TCK_API_ERR_AUTHSERVER_NOT_AVAILABLE

public static final int TCK_API_ERR_AUTHSERVER_NOT_AVAILABLE
CONSTANT: Return value -

TCK_API_ERR_AUTHDATA_SYNTAX_ERROR

public static final int TCK_API_ERR_AUTHDATA_SYNTAX_ERROR
CONSTANT: Return value –
GATICKET_VERSION_API2
public static final int GATICKET_VERSION_API
CONSTANT: Return value –

GATICKET_VERSION_ENGINE2
public static final int GATICKET_VERSION_ENGINE
CONSTANT: Return value -
GATICKET_VERSION_GACPRODUCT

public static final int GATICKET_VERSION_GACPRODUCT
CONSTANT: Return value -Constructor Detail

GATicket

public GATicket()

         throws java.lang.Exception

Constructor. 

Throws: 

java.lang.Exception -  

Method Detail

setIsDebug

public void setIsDebug(boolean isDebug_v)

Sets the debug message on/off 

Parameters: 

isDebug_v - boolean - on/off

getGAVersion

public long getGAVersion(int iWhichVersion)

Gets library version. 

Parameters: 

iWhichVersion - int - GATICKET_VERSION_API = 1, GATICKET_VERSION_ENGINE = 2, GATICKET_VERSION_GACPRODUCT = 3
Returns: 

long - version

finalize

public void finalize()

Finalizes the class and returns all resources.

getTicket

public java.lang.String getTicket()

Get current ticket - if none available start authentication. 

Returns: 

java.lang.String - the ticket string (<null> or empty string implies an error occurred, use getLastError() to check the status)
getTicketNoAuth

public java.lang.String getTicketNoAuth()

Get current ticket - if available. 

Returns: 

java.lang.String - the ticket string (<null> or empty string implies an error occurred, use getLastError() to check the status)
getNewTicket

public java.lang.String getNewTicket()

Gets a new ticket. -Forces (re)authentication. 

Returns: 

java.lang.String - the ticket string (<null> or empty string implies an error occurred, use getLastError() to check the status)
destroyTicket

public void destroyTicket()

Destroy the current ticket. Logs off the user - same effect as card remove.

getLastError

public long getLastError()

Gets last error code. 

Returns: 

long - last error code

getErrorDescription

public java.lang.String getErrorDescription(long Error)

Gets error code description. 

Parameters: 

Error - long - error code 

Returns: 

string - error code description

7.1.2 Identity Server SSO API 

In Java, the main classes of the SSO API are SSOTokenManager, SSOToken and SSOTokenListener.  The SSOTokenManager class is used to get, destroy, validate, and refresh a session token that is represented by the SSOToken class.  The SSOTokenListener class allows the application to be notified when a SSOToken has become invalid, for example when a session has timed out.

Java environment requires JDK1.3.1 or higher.
The currently supported C and Java APIs are available from CFH at: 
http://nww.connectingforhealth.nhs.uk/implementation/deployment/
The downloads section of this site can found at:

http://nww.connectingforhealth.nhs.uk/implementation/deployment/downloads
7.1.2.1 SSO API Deprecated methods

For 2007-A onwards, this API has been revised to remove methods which should not be used by calling applications. The modified methods are summarized below. Calling any of these methods will return an error response which is compatible with the SSO local API.
	Class
	Method
	Rationale

	SSOTokenManager
	destroyToken
	Calling applications should not be able to destroy a user’s session. If this is required, the appropriate method is to call destroyTicket on the Ticket API, see section 7.1.1.

	SSOToken
	setProperty
	Key authentication session properties are stored by the SSB in the user’s Token. These should not be overwritable by calling applications.


C API

	Method
	Rationale

	am_sso_invalidate_token
	Calling applications should not be able to destroy a user’s session. If this is required, the appropriate method is to call destroyTicket on the Ticket API, see section 7.1.1.

	am_sso_set_property
	Key authentication session properties are stored by the SSB in the user’s Token. These should not be overwritable by calling applications.


7.1.2.2 SSOTokenManager Class

The SSOTokenManager class contains the methods needed to get, validate, destroy and refresh session tokens.  It is a final class and a singleton class. The default implementation is the SSOTokenManager.getInstance() method. This implementation must be obtained to get, validate, or destroy session tokens.  One of the createSSOToken() methods is then called to make a session token in one of the following ways:

· Create a token when a user has already been authenticated and has an existing token ID.

· Create a valid token after successful authentication.

· Create an invalid token from an initial user request for access.

The isValidToken() and validateToken() methods can be called to verify whether a token is valid, or authenticated. isValidToken() returns true or false depending on whether the token is valid or invalid, respectively.   validateToken() throws an exception only when the token is invalid; nothing happens if the token is valid. The refreshSession() method resets the idle time of the session. 

Code Example: Sample showing how the SSOTokenManager class can be implemented.

try {

/* get an instance of the SSOTokenManager */

SSOTokenManager ssoManager =

SSOTokenManager.getInstance();

/* The request here is the HttpServletRequest. Get

/* SSOToken for session associated with this request. */

SSOToken ssoToken = ssoManager.createSSOToken(request);

/* use isValid method to check if token is valid or not.

* This method returns true for valid token, false

otherwise. */

if (ssoManager.isValidToken(ssoToken)) {

/* If token is valid, this information may be enough for

* some applications to grant access to the requested

* resource. A valid user represents a user who is

* by some means. If access can be given based on this

* already authenticated, further check on user

* information is not necessary.

*/

} else {

/* Token is not valid, redirect the user login page. */

}

/* use validate method to check if token is valid */

try {

ssoManager.validateToken(ssoToken);

/* handle token is valid */

} catch (SSOException e) {

/* handle token is invalid */

}

/* refresh session. idle time should be 0 after refresh.

*/

ssoManager.refreshSession(ssoToken);

} catch (SSOException e) {

/* An error has occurred. Do error handling here. */

}
7.1.2.3 com.iplanet.sso Class SSOTokenManager

java.lang.Object

  |

  +--com.iplanet.sso.SSOTokenManager


public final class SSOTokenManager 

extends java.lang.Object

The class SSOTokenManager is a final class that provides interfaces to create, get, and validate SSOTokens. 

It is a singleton class; an instance of this class can be obtained by calling SSOTokenManager.getInstance().

Having obtained an instance of SSOTokenManager, its methods can be called to create SSOToken, get SSOToken given the SSOTokenID in string format, and to validate SSOTokens. 



	Field Summary

	static com.iplanet.services.util.Debug
	debug 
           


  

	Method Summary

	 SSOToken
	createSSOToken(HttpServletRequest request) 
          Creates an SSOToken from HttpServletRequest

	 SSOToken
	createSSOToken(java.security.Principal user, java.lang.String password) 
          Creates an SSOToken after authenticating the principal with the given password.

	 SSOToken
	createSSOToken(java.lang.String tokenId) 
          Creates an SSOToken from the SSOtoken id.

	 SSOToken
	createSSOToken(java.lang.String tokenId, java.lang.String clientIP) 
          Creates an SSOToken from the SSOtoken id.

	 void
	destroyToken(SSOToken token) 
          Destroys an SSOToken.

THIS METHOD IS NOW NOT PERMITTED. See section 7.1.2.1.

	static SSOTokenManager
	getInstance() 
          Gets the singleton instance of SSOTokenManager.

	 boolean
	isValidToken(SSOToken token) 
          Checks if an SSOToken is valid or not.

	 void
	refreshSession(SSOToken token) 
          Refresh the Session corresponding to the SSOToken from the Session Server.

	 void
	validateToken(SSOToken token) 
          Checks if the SSOToken is valid.


  

	Methods inherited from class java.lang.Object

	equals, getClass, hashCode, notify, notifyAll, toString, wait, wait, wait


  

	Field Detail


debug

public static com.iplanet.services.util.Debug debug

	Method Detail


getInstance

public static SSOTokenManager getInstance()

                                   throws SSOException

Gets the singleton instance of SSOTokenManager. 

Returns: 

SSOTokenManager The singleton SSOTokenManager instance 

Throws: 

SSOException - if unable to get the singleton SSOTokenManager instance



createSSOToken

public SSOToken createSSOToken(HttpServletRequest request)

                        throws java.lang.UnsupportedOperationException,

                               SSOException

Creates an SSOToken from HttpServletRequest 

Parameters: 

HttpServletRequest -   

Returns: 

SSOToken 

Throws: 

An - SSOException is thrown if the SSOToken cannot be created.



createSSOToken

public SSOToken createSSOToken(java.security.Principal user,

                               java.lang.String password)

                        throws java.lang.UnsupportedOperationException,

                               SSOException

Creates an SSOToken after authenticating the principal with the given password. This method of creating an SSOToken should only be used for command line applications only. A token created with this method is only valid within the context of the calling application. Once the process exits the token will be destroyed. If token is created using this constructor then ONLY these methods of SSOToken is supported - getAuthType(), getHostName(), getIPAddress(), setProperty(String name, String value), getProperty(String name), isValid(), validate(). 

Parameters: 

Principal - representing a user or service 

Password -   

Returns: 

SSOToken 

Throws: 

An - SSOException is thrown if the SSOToken cannot be created.



createSSOToken

public SSOToken createSSOToken(java.lang.String tokenId)

                        throws java.lang.UnsupportedOperationException,

                               SSOException

Creates an SSOToken from the SSOtoken id. 

Parameters: 

String - Tokenid of the SSOToken 

Returns: 

SSOToken 

Throws: 

an - SSOException is thrown if the SSOToken cannot be created. Note:-If you want to do Client's IP address validation for the SSOToken then use creatSSOToken(String tokenid, String ClientIP) OR createSSOToken(HttpServletRequest request).



createSSOToken

public SSOToken createSSOToken(java.lang.String tokenId,

                               java.lang.String clientIP)

                        throws java.lang.UnsupportedOperationException,

                               SSOException

Creates an SSOToken from the SSOtoken id. 

Parameters: 

String - Tokenid of the SSOToken 

String - Client IP address. This must be the IP address of the client/user who is accessing the application. 

Returns: 

SSOToken 

Throws: 

an - SSOException is thrown if the SSOToken cannot be created.



isValidToken

public boolean isValidToken(SSOToken token)

Checks if an SSOToken is valid or not. 

Parameters: 

token - The SSOToken object to be validated. 

Returns: 

true if the SSOToken is Valid, false otherwise.



validateToken

public void validateToken(SSOToken token)

                   throws SSOException

Checks if the SSOToken is valid. 

Parameters: 

token - The SSOToken object to be validated. 

Returns: 

None 

Throws: 

an - SSOException if the SSOToken is not valid.



destroyToken

public void destroyToken(SSOToken token)

                  throws SSOException

Destroys an SSOToken. 

THIS METHOD IS NOW NOT PERMITTED. See section 7.1.2.1.
Parameters: 

token - The SSOToken object to be destroyed. 

Returns: 

None



refreshSession

public void refreshSession(SSOToken token)

                    throws SSOException

Refresh the Session corresponding to the SSOToken from the Session Server. This method should only be used when the client cannot wait the session cache interval for updates on any changes made to the session properties in the session server. If the client is remote calling this method results in an over the wire request to the session server. 

Parameters: 

ssoToken - SSOToken



7.1.2.4 SSOTokenID Interface

The SSOTokenID interface is used to identify the SSOToken object.  The random string in the SSOTokenID is unique on a given server. 

com.iplanet.sso 
Interface SSOTokenID



public interface SSOTokenID
The SSOTokenID class is used to identify an SSOToken object. It contains a random string and the name of the server. The random string in the SSOTokenID is unique on a given server. 

See Also: 
SSOToken


	Method Summary

	 boolean
	equals(java.lang.Object object) 
          Compares this SSOTokenID to the specified object.

	 int
	hashCode() 
          Returns a hash code for this object.

	 java.lang.String
	toString() 
          This method returns the encrypted SSO token string.


  

	Method Detail


toString

public java.lang.String toString()

This method returns the encrypted SSO token string. 

Overrides: 

toString in class java.lang.Object
Parameters: 

None -   

Returns: 

An encrypted SSO token string



equals

public boolean equals(java.lang.Object object)

Compares this SSOTokenID to the specified object. The result is true if and only if the argument is not null and the random string and server name are the same in both objects. 

Overrides: 

equals in class java.lang.Object
Parameters: 

Object - the object to compare this SSOTokenID against. 

Returns: 

true if the SSOTokenID are equal; false otherwise.



hashCode

public int hashCode()

Returns a hash code for this object. 

Overrides: 

hashCode in class java.lang.Object
Returns: 

a hash code value for this object.



7.1.2.5  SSOToken Interface

The SSOToken interface represents a single sign-on token returned from the SSOTokenManager.createSSOToken() method, and contains information such as the authenticated principal name, authentication method, and session information (session idle time, maximum session time, etc).  The SSOToken interface has methods to get predefined session information, such as getProperty() to get any information about the session, predefined or otherwise (for example, information set by the application). The addSSOTokenListener()method can be used to set a listener to be invoked when the session state has become invalid.

7.1.2.6 Code Example: An example of SSOToken code.

/* get http request output stream for output */

ServletOutputStream out = response.getOutputStream();

/* get the sso token from http request */

SSOTokenManager ssoManager = SSOTokenManager.getInstance();

SSOToken ssoToken = ssoManager.createSSOToken(request);

/* get the sso token ID from the sso token */

SSOTokenID ssoTokenID = ssoToken.getTokenID();

out.println("The SSO Token ID is "+ssoTokenID.toString());

/* use validate method to check if the token is valid */

try {

ssoManager.validateToken(ssoToken);

out.println("The SSO Token validated.");
} catch (SSOException e) {

out.println("The SSO Token failed to validate.");

}

/* use isValid method to check if the token is valid */

if (!ssoManager.isValidToken(token)) {

out.println("The SSO Token is not valid.");

} else {

/* get some values from the SSO Token */

java.security.Principal principal =

ssoToken.getPrincipal();

out.println("Principal name is "+principal.getName());

String authType = ssoToken.getAuthType();

out.println("Authentication type is "+authType);

int authLevel = ssoToken.getAuthLevel();

out.println("Authentication level is "+authLevel);

long idleTime = ssoToken.getIdleTime();

out.println("Idle time is "+idleTime);

long maxIdleTime = ssoToken.getMaxIdleTime();

out.println("Max idle time is "+maxIdleTime);

long maxTime = token.getMaxSessionTime();

out.println("Max session time is "+maxTime);

String host = ssoToken.getHostName();

out.println("Host name is "+host);

/* host name is a predefined information of the session,

and can also be obtained the following way */

String hostProperty = ssoToken.getProperty("HOST");

out.println("Host property is "+hostProperty);

/* set application specific information in the session

*/

String appPropertyName = "appProperty";

String appPropertyValue = "appValue";

ssoToken.setProperty(appPropertyName, appPropertyValue);

/* now get the app specific information back */

String appValue = ssoToken.getProperty(appPropertyName);

if (appValue.equals(appPropertyValue)) {

out.println("Property "+appPropertyName+", value

"+appPropertyValue+" verified to be set.");

} else {

out.println("ALERT: Setting property

"+appPropertyName+" failed!");

}

}
A code sample using the getTokenID method is illustrated in the following code example. With this code, a session cookie is created from an SSOToken in order to make SSO work for protected resources not residing on the same server as Identity Server. This cookie can also be used to pass the Token ID to a web application.

7.1.2.7 Sample Code To Create A Cookie From Session Token

// Get SSOToken string

String strToken = null;

strToken = getSSOToken().getTokenID().toString();

// Set it to response as cookies

String s = strToken;

String ssotokencookiename = "iPlanetDirectoryPro";

String ssotokencookiedomain = ".mydomain.com.tw";

String ssotokencookiepath = "/";

String gt = "/welcomepage.jsp";

Cookie cookie = new Cookie(ssotokencookiename,s);

cookie.setDomain(ssotokencookiedomain);

cookie.setPath(ssotokencookiepath);

response.addCookie(cookie);

response.sendRedirect(gt);
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public interface SSOToken
The SSOToken class represents a "single sign on"(SSO) token. It contains SSO token-related information such as authentication method used for authentication, authentication level of the authentication method, host name of the client that sent the request (browser). It also contains session-related information such as maximum session time, maximum session idle time and session idle time. 



	Method Summary

	 void
	addSSOTokenListener(SSOTokenListener listener) 
          Adds an SSO token listener for the token change events.

	 java.lang.String
	encodeURL(java.lang.String url) 
          Returns the encoded URL , rewritten to include the session id.

	 int
	getAuthLevel() 
          Returns the authentication level of the authentication method used for authentication.

	 java.lang.String
	getAuthType() 
          Returns the authentication method used for authentication.

	 java.lang.String
	getHostName() 
          Returns the host name of the client (browser) that sent the request.

	 long
	getIdleTime() 
          Returns the session idle time in seconds.

	 java.net.InetAddress
	getIPAddress() 
          Returns the IP Address of the client (browser) that sent the request.

	 long
	getMaxIdleTime() 
          Returns the maximum session idle time in minutes.

	 long
	getMaxSessionTime() 
          Returns the maximum session time in minutes.

	 java.security.Principal
	getPrincipal() 
          Returns the principal name of the SSOToken.

	 java.lang.String
	getProperty(java.lang.String name) 
          Gets the property stored in this token.

	 long
	getTimeLeft() 
          Returns the time left on the session based on max session time

	 SSOTokenID
	getTokenID() 
          Returns SSOTokenID object

	 void
	setProperty(java.lang.String name, java.lang.String value) 
          Sets a property for this token.

THIS METHOD IS NOW NOT PERMITTED. See section 7.1.2.1.


  

	Method Detail


getPrincipal

public java.security.Principal getPrincipal()

                                     throws SSOException

Returns the principal name of the SSOToken. 

Parameters: 

None -   

Returns: 

The principal name 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the principal



getAuthType

public java.lang.String getAuthType()

                             throws SSOException

Returns the authentication method used for authentication. 

Parameters: 

None -   

Returns: 

The authentication method 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the authentication method



getAuthLevel

public int getAuthLevel()

                 throws SSOException

Returns the authentication level of the authentication method used for authentication. 

Parameters: 

None -   

Returns: 

The authentication level 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the authentication level



getIPAddress

public java.net.InetAddress getIPAddress()

                                  throws SSOException

Returns the IP Address of the client (browser) that sent the request. 

Parameters: 

None -   

Returns: 

The IP Address of the client 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the IP Address of the client



getHostName

public java.lang.String getHostName()

                             throws SSOException

Returns the host name of the client (browser) that sent the request. 

Parameters: 

None -   

Returns: 

The host name of the client 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the host name of the client



getTimeLeft

public long getTimeLeft()

                 throws SSOException

Returns the time left on the session based on max session time 

Parameters: 

None -   

Returns: 

The time left on the session 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the maximum session time



getMaxSessionTime

public long getMaxSessionTime()

                       throws SSOException

Returns the maximum session time in minutes. 

Parameters: 

None -   

Returns: 

The maximum session time 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the maximum session time



getIdleTime

public long getIdleTime()

                 throws SSOException

Returns the session idle time in seconds. 

Parameters: 

None -   

Returns: 

The session idle time 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the session idle time



getMaxIdleTime

public long getMaxIdleTime()

                    throws SSOException

Returns the maximum session idle time in minutes. 

Parameters: 

None -   

Returns: 

The maximum session idle time 

Throws: 

An - SSOException is thrown if the SSOToken is not valid or if there are errors in getting the maximum idle time



getTokenID

public SSOTokenID getTokenID()

Returns SSOTokenID object 

Parameters: 

None -   

Returns: 

SSOTokenID



setProperty

public void setProperty(java.lang.String name,

                        java.lang.String value)

                 throws SSOException

Sets a property for this token. 

THIS METHOD IS NOW NOT PERMITTED. See section 7.1.2.1.
Parameters: 

name - The property name 

value - The property value 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in setting the property name and value



getProperty

public java.lang.String getProperty(java.lang.String name)

                             throws SSOException

Gets the property stored in this token. 

Parameters: 

name - The property name 

Returns: 

The property value in string format 

Throws: 

an - SSOException if the SSOToken is not valid or if there are errors in getting the property value



addSSOTokenListener

public void addSSOTokenListener(SSOTokenListener listener)

                         throws SSOException

Adds an SSO token listener for the token change events. 

Parameters: 

listener - A reference to an SSOTokenListener object. 

Returns: 

None 

Throws: 

an - SSOException if the token is not valid or if there are errors in setting the SSO token listener



encodeURL

public java.lang.String encodeURL(java.lang.String url)

                           throws SSOException

Returns the encoded URL , rewritten to include the session id. 

Parameters: 

url - , the URL to be encoded 

Returns: 

the encoded URL if cookies are not supported or the url if cookies are supported. Note: We should not use this method for encoding the image URLs



7.1.2.9  SSOTokenEvent

The SSOTokenEvent interface represents a token event.  An event is, for example, when a session has been idle for over a maximum idle time limit, or when a session has reached its maximum allowed time.
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public interface SSOTokenEvent
The SSOTokenEvent class represents an SSO token event. The SSO token event represents a change in SSOToken. 

The following are possible SSO token event types: SSO_TOKEN_IDLE_TIMEOUT, SSO_TOKEN_MAX_TIMEOUT and SSO_TOKEN_DESTROY.

All other event types, such as value ‘0’ (zero) should be ignored.


	Field Summary

	static int
	SSO_TOKEN_DESTROY 
          SSO Token destroy event

	static int
	SSO_TOKEN_IDLE_TIMEOUT 
          SSO Token idle timeout event

	static int
	SSO_TOKEN_MAX_TIMEOUT 
          SSO Token maximum time out event


  

	Method Summary

	 long
	getTime() 
          Gets the time of this event.

	 SSOToken
	getToken() 
          Returns the SSOToken associated with the SSO Event.

	 int
	getType() 
          Gets the type of this event.


  

	Field Detail


SSO_TOKEN_IDLE_TIMEOUT

public static final int SSO_TOKEN_IDLE_TIMEOUT
SSO Token idle timeout event



SSO_TOKEN_MAX_TIMEOUT

public static final int SSO_TOKEN_MAX_TIMEOUT
SSO Token maximum time out event



SSO_TOKEN_DESTROY

public static final int SSO_TOKEN_DESTROY
SSO Token destroy event

	Method Detail


getToken

public SSOToken getToken()

Returns the SSOToken associated with the SSO Event. 

Parameters: 

None -   

Returns: 

com.iplanet.sso.SSOToken



getTime

public long getTime()

Gets the time of this event. 

Parameters: 

None -   

Returns: 

The event time as UTC milliseconds from the epoch.



getType

public int getType()

            throws SSOException

Gets the type of this event. 

Parameters: 

None -   

Returns: 

The type of this event. Possible types are : SSO_TOKEN_IDLE_TIMEOUT, SSO_TOKEN_MAX_TIMEOUT and SSO_TOKEN_DESTROY 

Throws: 

an - SSOException if the SSOTokenEvent type is not one of the above



7.1.2.11  SSOTokenListener

The SSOTokenListener interface represents a token notification object.  An implementation of the SSOTokenListener interface must be written, then registered with the SSOTokenManager to be invoked when a token event occurs.

The SSOTokenListener interface provides a mechanism to notify applications when a session token has become invalid due to, for instance, the session reaching maximum idle time or the maximum session time.  Applications wishing to be notified must write an implementation of the SSOTokenListener interface, then register the implementation through the SSOToken.addSSOTokenListener method.  When the SSOToken state has become invalid, the SSOTokenListener implementation’s ssoTokenChanged method will be invoked with a SSOTokenEvent object containing the event type, time, and SSOToken object with the new SSOToken state and other properties of the SSOToken.

7.1.2.12 Code Example: An example of SSOToken code.

public class SampleTokenListener implements SSOTokenListener {

public void ssoTokenChanged(SSOTokenEvent event) {

try {

SSOToken token = event.getToken();

int type = event.getType();

long time = event.getTime();

SSOTokenID id = token.getTokenID();

System.out.println("Token id: " + id.toString() + "is

not valid anymore");

/* redirect user to login */

......

} catch (Exception e) {

System.out.println(e.getMessage());

}

}

}

public SampleTestRoutine {

...

SSOTokenManager ssoManager =

SSOTokenManager.getInstance();

SSOToken ssoToken =

SSOTokenManager.createSSOToken(request);

SSOTokenListener sampleListener = new

SampleTokenListener();

ssoToken.addSSOTokenListener(appListener);

...

}
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public interface SSOTokenListener
The SSOTokenListener interface needs to be implemented by the applications to receive SSO token events. The method ssoTokenChanged() is invoked when an SSO token event arrives. 

See Also: 
SSOTokenEvent


	Method Summary

	 void
	ssoTokenChanged(SSOTokenEvent evt) 
           


  

	Method Detail


ssoTokenChanged

public void ssoTokenChanged(SSOTokenEvent evt)



7.1.2.14  Exceptions

7.1.2.15 com.iplanet.sso Class SSOException

java.lang.Object

  |

  +--java.lang.Throwable

        |

        +--java.lang.Exception

              |

              +--com.iplanet.sso.SSOException
All Implemented Interfaces: 

java.io.Serializable 



public class SSOException 

extends java.lang.Exception

An SSOException is thrown when there are errors related to SSOToken operations. 

See Also: 
Serialized Fields



	Constructor Summary

	SSOException(java.lang.String msg) 
          Constructs an instance of the SSOException class.
	

	SSOException(java.lang.Throwable t) 
          Constructs an instance of the SSOException class.
	


  

	Methods inherited from class java.lang.Throwable

	fillInStackTrace, getLocalizedMessage, getMessage, printStackTrace, printStackTrace, printStackTrace, toString


  

	Methods inherited from class java.lang.Object

	equals, getClass, hashCode, notify, notifyAll, wait, wait, wait


  

	Constructor Detail


SSOException

public SSOException(java.lang.String msg)

Constructs an instance of the SSOException class. 

Parameters: 

msg - The message provided by the object that is throwing the exception.



SSOException

public SSOException(java.lang.Throwable t)

Constructs an instance of the SSOException class. 

Parameters: 

The - throwable object provided by the object that is throwing the exception.



7.1.2.16 Serialized Fields

tokenId

java.lang.String tokenId
7.1.3 SAML API

The Sun SAML SDK is only available in Java. An open source version in both Java and C++ is available from www.opensaml.org. However, only the Sun SDK is covered in this document.

Only a limited subset of the Java classes and methods are required for the SSB.

7.1.3.1 com.sun.identity.saml.protocol

This package contains classes that parse the request and response XML messages used to exchange assertions and their authentication, attribute or authorization information. Other packages such as com.sun.identity.saml.common are required to support this but are not explicitly described.

7.1.3.2 AuthenticationQuery

The AuthenticationQuery class represents an authentication query. An application sends a SAML request with an AuthenticationQuery inside. The Subject of the AuthenticationQuery must contain a SubjectConfirmation element. In this element, ConfirmationMethod needs to be set to urn:com:sun:identity, and SubjectConfirmationData needs to be set to the SSOToken ID of the Subject. If the Subject contains a NameIdentifier, then the info in the NameIdentifier should be the same as the one in the SSOToken.

7.1.3.3 AttributeQuery

The AttributeQuery class represents a query concerning an identity’s attributes.

An application sends a SAML request with an AttributeQuery inside. The application develops an AttributeMapper to obtain either a SSOToken ID or an

Assertion containing an AuthenticationStatement from the query and the mapper is then used to retrieve the attributes for the Subject. If no AttributeMapper for the querying site is found, then the DefaultAttributeMapper will be used. To use the DefaultAttributeMapper, the application should put either the SSOToken ID or an assertion containing an AuthenticationStatement in the SubjectConfirmationData element of the Subject in the query. If an SSOToken ID is used, then the ConfirmationMethod must be set to urn:com:sun:identity:. If an assertion is used, then this assertion should be issued by the Identity Server instance processing the query or a server that is trusted by the Identity Server instance processing the query.

For a query using the DefaultAttributeMapper, any matching attributes found in the Identity Management module will be returned. 

7.1.3.4 Sequence

1. The application first obtains the SSOToken.

2. It forms an AuthenticationQuery using the info in the SSOToken. 

3. It forms a SOAP message and sends it to the SAMLSOAPReceiver, which processes the SOAP request and replies with a SAML response.

4. It receives the SOAP message reply and obtains an Authentication Assertion from it.

5. It forms an AttributeQuery using the Authentication Assertion obtained from last step as SubjectConfirmationData. 

6. It forms a SOAP message and sends it to the SAMLSOAPReceiver, which processes the SOAP request, finds matching Attributes using the DefaultAttributeMapper, and replies with a SAML response.

7. It receives a SOAP reply and obtains the SAML Response from it. 

7.1.3.5 com.sun.identity.saml.protocol Class AuthenticationQuery

java.lang.Object

  |

  +--com.sun.identity.saml.protocol.Query

        |

        +--com.sun.identity.saml.protocol.SubjectQuery

              |

              +--com.sun.identity.saml.protocol.AuthenticationQuery


public class AuthenticationQuery 

extends SubjectQuery

This concrete class extends from the abstract base class SubjectQuery. It represents the query for an authentication assertion. It corresponds to the <samlp:AuthenticationQueryType> in the SAML protocol schema. 



	Fields inherited from class com.sun.identity.saml.protocol.Query

	ATTRIBUTE_QUERY, AUTHENTICATION_QUERY, AUTHORIZATION_DECISION_QUERY, NOT_SUPPORTED_QUERY


  

	Constructor Summary

	AuthenticationQuery(org.w3c.dom.Element element) 
          This constructor is used to build an Authentication Query from a DOM tree that was built from the XML string.
	

	AuthenticationQuery(Subject subject) 
          Constructor.
	

	AuthenticationQuery(Subject subject, java.lang.String authMethod) 
          Constructor.
	


  

	Method Summary

	 java.lang.String
	getAuthenticationMethod() 
          Gets the AuthenticationMethod.

	 int
	getQueryType() 
          Returns the type of this query.

	 java.lang.String
	toString() 
          This method translates the AuthenticationQuery to an XML document String based on the AuthenticationQuery schema described above.

	 java.lang.String
	toString(boolean includeNS, boolean declareNS) 
          Creates a String representation of the element.


  

	Methods inherited from class com.sun.identity.saml.protocol.SubjectQuery

	getSubject


  

	Methods inherited from class java.lang.Object

	equals, getClass, hashCode, notify, notifyAll, wait, wait, wait


  

	Constructor Detail


AuthenticationQuery

public AuthenticationQuery(org.w3c.dom.Element element)

                    throws SAMLException

This constructor is used to build an Authentication Query from a DOM tree that was built from the XML string. 

Parameters: 

element - the DOM tree element which contains an Authentication Query. 

Throws: 

SAMLException - when an error occurs.



AuthenticationQuery

public AuthenticationQuery(Subject subject,

                           java.lang.String authMethod)

                    throws SAMLException

Constructor. 

Parameters: 

subject - the Subject of the AuthenticationQuery. 

authMethod - the AuthenticationMethod in string format. It could be null.



AuthenticationQuery

public AuthenticationQuery(Subject subject)

                    throws SAMLException

Constructor. 

Parameters: 

subject - The Subject of the AuthenticationQuery.

	Method Detail


getAuthenticationMethod

public java.lang.String getAuthenticationMethod()

Gets the AuthenticationMethod. 

Returns: 

AuthenticationMethod in string format; or null if there is none.



getQueryType

public int getQueryType()

Returns the type of this query. 

Overrides: 

getQueryType in class Query
Returns: 

Query.AUTHENTICATION_QUERY



toString

public java.lang.String toString()

This method translates the AuthenticationQuery to an XML document String based on the AuthenticationQuery schema described above. 

Overrides: 

toString in class java.lang.Object
Returns: 

An XML String representing the AuthenticationQuery.



toString

public java.lang.String toString(boolean includeNS,

                                 boolean declareNS)

Creates a String representation of the element. 

Overrides: 

toString in class Query
Parameters: 

IncludeNS - : Determines whether or not the namespace qualifier is prepended to the Element when converted 

DeclareNS - : Determines whether or not the namespace is declared within the Element. 

Returns: 

A string containing the valid XML for this element



7.1.3.6 com.sun.identity.saml.protocol Class AttributeQuery

java.lang.Object

  |

  +--com.sun.identity.saml.protocol.Query

        |

        +--com.sun.identity.saml.protocol.SubjectQuery

              |

              +--com.sun.identity.saml.protocol.AttributeQuery


public class AttributeQuery 

extends SubjectQuery

This concrete class extends from the abstract base class SubjectQuery. It represents the query for an attribute assertion. It corresponds to the samlp:AttributeQueryType in the SAML protocol schema. 



	Fields inherited from class com.sun.identity.saml.protocol.Query

	ATTRIBUTE_QUERY, AUTHENTICATION_QUERY, AUTHORIZATION_DECISION_QUERY, NOT_SUPPORTED_QUERY


  

	Constructor Summary

	AttributeQuery(org.w3c.dom.Element element) 
          This constructor is used to build an Attribute Query from a DOM tree that was built from the XML string.
	

	AttributeQuery(Subject theSubject) 
          Constructor to construct an AttributeQuery with 0 AttributeDesignator, and no Resource attribute.
	

	AttributeQuery(Subject theSubject, java.util.List designators) 
          Constructor to construct an AttributeQuery with a list of AttributeDesignators.
	

	AttributeQuery(Subject theSubject, java.util.List designators, java.lang.String theResource) 
          Constructor.
	


  

	Method Summary

	 java.util.List
	getAttributeDesignator() 
          Gets the AttributeDesignator

	 int
	getQueryType() 
          Gets the type of the query.

	 java.lang.String
	getResource() 
          Gets the Resource.

	 java.lang.String
	toString() 
          This method translates the AttributeQuery to an XML document String based on the AttributeQuery schema.

	 java.lang.String
	toString(boolean includeNS, boolean declareNS) 
          Create a String representation of the samlp:AttributeQuery element.


  

	Methods inherited from class com.sun.identity.saml.protocol.SubjectQuery

	getSubject


  

	Methods inherited from class java.lang.Object

	equals, getClass, hashCode, notify, notifyAll, wait, wait, wait


  

	Constructor Detail


AttributeQuery

public AttributeQuery(org.w3c.dom.Element element)

               throws SAMLException

This constructor is used to build an Attribute Query from a DOM tree that was built from the XML string. 

Parameters: 

element - the DOM tree element which contains an Attribute Query.



AttributeQuery

public AttributeQuery(Subject theSubject,

                      java.util.List designators,

                      java.lang.String theResource)

               throws SAMLException

Constructor. 

Parameters: 

theSubject - Subject of this query. 

designators - List of AttributeDesignators of this query. 

theResource - the Resource attribute of this query in String format.



AttributeQuery

public AttributeQuery(Subject theSubject,

                      java.util.List designators)

               throws SAMLException

Constructor to construct an AttributeQuery with a list of AttributeDesignators. 

Parameters: 

theSubject - Subject of this query. 

designators - List of AttributeDesignators of this query.



AttributeQuery

public AttributeQuery(Subject theSubject)

               throws SAMLException

Constructor to construct an AttributeQuery with 0 AttributeDesignator, and no Resource attribute. 

Parameters: 

theSubject - Subject of this query.

	Method Detail


getResource

public java.lang.String getResource()

Gets the Resource. 

Returns: 

the Resource associated with this query in String format; or null if there is none.



getAttributeDesignator

public java.util.List getAttributeDesignator()

Gets the AttributeDesignator 

Returns: 

the AttributeDesignator(s) associated with this query. It could contain 0 or more AttributeDesignators.



getQueryType

public int getQueryType()

Gets the type of the query. 

Overrides: 

getQueryType in class Query
Returns: 

an integer which is Query.NOT_SUPPORTED_QUERY.



toString

public java.lang.String toString()

This method translates the AttributeQuery to an XML document String based on the AttributeQuery schema. 

Overrides: 

toString in class java.lang.Object
Returns: 

An XML String representing the AttributeQuery.



toString

public java.lang.String toString(boolean includeNS,

                                 boolean declareNS)

Create a String representation of the samlp:AttributeQuery element. 

Overrides: 

toString in class Query
Parameters: 

IncludeNS - : Determines whether or not the namespace qualifier is prepended to the Element when converted 

DeclareNS - : Determines whether or not the namespace is declared within the Element. 

Returns: 

A string containing the valid XML for this element



com.sun.identity.saml.common 
Class SAMLException

java.lang.Object

  |

  +--java.lang.Throwable

        |

        +--java.lang.Exception

              |

              +--com.sun.identity.saml.common.SAMLException
All Implemented Interfaces: 

java.io.Serializable 

Direct Known Subclasses: 

SAMLRequesterException, SAMLResponderException, SAMLVersionMismatchException, XMLSignatureException 



public class SAMLException 

extends java.lang.Exception

This class is an extension point for all SAML related exceptions. 

See Also: 
Serialized Fields



	Constructor Summary

	SAMLException() 
          Create an SAMLException with no message.
	

	SAMLException(java.lang.String s) 
          Create an SAMLException with a message.
	


  

	Methods inherited from class java.lang.Throwable

	fillInStackTrace, getLocalizedMessage, getMessage, printStackTrace, printStackTrace, printStackTrace, toString


  

	Methods inherited from class java.lang.Object

	equals, getClass, hashCode, notify, notifyAll, wait, wait, wait


  

	Constructor Detail


SAMLException

public SAMLException()

Create an SAMLException with no message.



SAMLException

public SAMLException(java.lang.String s)

Create an SAMLException with a message.



Serialized Form

	Serialized Fields


exceptionStatus

int exceptionStatus


rootCause

java.lang.Throwable rootCause


message

java.lang.String message
7.1.4 SAML Servlet Interface

The servlet described here is being implemented on the SSB ID Server but can also be used as a template for implementation at trusted partner sites.

7.1.4.1 Servlet Code

import java.net.*;

import java.io.*;

import java.text.*;

import java.util.*;

import javax.servlet.http.*;

import javax.servlet.*;

import javax.xml.messaging.*;

import javax.xml.soap.*;

import com.sun.identity.saml.AssertionManager;

import com.sun.identity.saml.common.*;

import com.sun.identity.saml.protocol.*;

import com.sun.identity.saml.assertion.*;

import com.sun.identity.sm.*;

import com.iplanet.sso.*;

import org.w3c.dom.*;

import javax.xml.parsers.DocumentBuilder;

import javax.xml.parsers.DocumentBuilderFactory;

import org.xml.sax.ErrorHandler;

import org.xml.sax.SAXException;

import org.xml.sax.SAXParseException;

public class RoleAssertion extends HttpServlet {

    StringBuffer retval = null;

    public void init(ServletConfig servletConfig) throws ServletException {

        super.init( servletConfig );

    }

    public void doGet(HttpServletRequest req, HttpServletResponse resp) throws ServletException {

        resp.setContentType("text/xml");

        PrintWriter out = null;

        try {

            out = resp.getWriter();

            // create the sso token from http request

            SSOTokenManager manager = SSOTokenManager.getInstance();

            String tokenId = req.getParameter("token");    

            SSOToken token = manager.createSSOToken(tokenId);


    // form an AuthenticationQuery


    NameIdentifier ni = new NameIdentifier(token.getPrincipal().getName(),token.getProperty("Organization"));


    SubjectConfirmation sc = new SubjectConfirmation("urn:com:sun:identity");


    sc.setSubjectConfirmationData(token.getTokenID().toString());


    Subject subject = new Subject(ni, sc);


    AuthenticationQuery authNQuery = new AuthenticationQuery(subject);


    List contents = new ArrayList();


    contents.add(authNQuery);


    // passing null so SAML sdk could create requestID


    Request request = new Request(null, contents);


    SOAPMessage msg = FormMessageRequest(request);


    // Create an endpoint for the recipient of the message.


    // Here, it is the IS server that hosts this servlet.

            String baseURL = req.getScheme();

            baseURL += "://";

            baseURL += req.getServerName();

            baseURL += ":";

            baseURL += req.getServerPort();

            baseURL += req.getContextPath();

            String receiverURL = baseURL + "/SAMLSOAPReceiver";

            URLEndpoint urlEndpoint  = new URLEndpoint(receiverURL);


    // send the SOAP message and get the reply


    SOAPMessage reply = sendMessage(msg, urlEndpoint);


    // get the SAML response


    Response response = processAndPrintReply(reply);


    if (response == null) {

                out.println(getXMLResponseFault(1000, "SAML Authentication Assertion Response is null"));


    } else {



// prepare the Attribute Query



Iterator iter = response.getAssertion().iterator();



StringBuffer assertionStr = new StringBuffer(1000);



while (iter.hasNext()) {



    assertionStr.append(((Assertion) iter.next()).toString(true, true));



} 



sc.setSubjectConfirmationData(assertionStr.toString());



AttributeQuery attrQuery = new AttributeQuery(subject);



contents = new ArrayList();



contents.add(attrQuery);



request = new Request(null, contents);



msg = FormMessageRequest(request);



// send the SOAP message and get the reply



reply = sendMessage(msg, urlEndpoint);



// get the SAML response



response = processAndPrintReply(reply);



if (response == null) {



    out.println(getXMLResponseFault(1001, "SAML Attribute Assertion Response is null"));



} else {

                    out.println(response.toString());



}


    }

        } catch(Exception e) {

            out.println(getXMLResponseFault(1002, e.getMessage()));

        }

    }

    private SOAPMessage FormMessageRequest(Request request) throws SAMLException {


SOAPMessage msg = null;


MimeHeaders mimeHeaders = new MimeHeaders();

        mimeHeaders.addHeader("Content-Type","text/xml");


try {


    StringBuffer sb = new StringBuffer(1000);


    sb.append("<soap-env:Envelope xmlns:soap-env=").



append("\"http://schemas.xmlsoap.org/soap/envelope/\">\n").



append("<soap-env:Body>\n").



append(request.toString()).



append("</soap-env:Body>\n</soap-env:Envelope>\n");


    ByteArrayOutputStream bop = new ByteArrayOutputStream();


    bop.write(sb.toString().getBytes("UTF-8"));

            MessageFactory fac = MessageFactory.newInstance();


    msg = fac.createMessage(mimeHeaders, new ByteArrayInputStream(bop.toByteArray()));


} catch (Exception e ) {


    throw new SAMLException(e.getMessage());


}

        return msg; 

    }

    private SOAPMessage sendMessage(SOAPMessage msg, URLEndpoint endPoint) throws SAMLException {


SOAPMessage reply = null;

        try {


    SOAPConnectionFactory scf = SOAPConnectionFactory.newInstance();

            SOAPConnection con = scf.createConnection();


    reply = con.call(msg, endPoint);

        } catch(Exception e) {


    throw new SAMLException(e.getMessage());

        }


return reply;

    }

    private Response processAndPrintReply(SOAPMessage reply) throws SAMLException {


Response response = null;


try {

            if (reply != null) {



ByteArrayOutputStream bop = new ByteArrayOutputStream();



reply.writeTo(bop);



String xmlString = bop.toString("UTF-8");



Document doc = toDOMDocument(xmlString);



Element elt = doc.getDocumentElement();


        String rootName  = elt.getLocalName();


        if ((rootName == null) || (rootName.equals(""))) {

                    throw new SAMLException("Evelope tag is missing in the SOAP message response from the SOAP-Receiver");


        }


        if (!(rootName.equals("Envelope")) ||


           (!(elt.getNamespaceURI().equals(




"http://schemas.xmlsoap.org/soap/envelope/"))))



{

                    throw new SAMLException("Evelope tag or the namespace is wrong in the reply from SOAP-Receiver");



}

                //examine the children elements of <SOAP-ENV:Envelope>

                org.w3c.dom.NodeList  nodes = elt.getChildNodes();

                int nodeCount = nodes.getLength();

                if (nodeCount <= 0) {

                    throw new SAMLException("Soap Envelope does not contain a SOAP body");

                }

                for (int i = 0; i < nodeCount; i++) {

                    org.w3c.dom.Node currentNode = nodes.item(i);

                    if (currentNode.getNodeType() == 




org.w3c.dom.Node.ELEMENT_NODE) 



    {

                        String tagName = currentNode.getLocalName();

                        String tagPrefix = 




    currentNode.getPrefix().toUpperCase(); 

                        if ((tagName == null) || tagName.equals("") ||

                           (tagPrefix == null) || tagPrefix.equals(""))




{

                            return null; 

                        }

                        if (tagName.equals("Body")) {

                            org.w3c.dom.NodeList cNodes = 





currentNode.getChildNodes(); 

                            int cnodeCount = nodes.getLength(); 

                            for (int j = 0; j < cnodeCount; j++) {

                                org.w3c.dom.Node cnode = cNodes.item(i); 

                                if (cnode.getNodeType() == 





    org.w3c.dom.Node.ELEMENT_NODE) 





{

                                    String ctagName = cnode.getLocalName();

                                    if ((ctagName == null) || 






 ctagName.equals("")) 





    {

                                        return null;

                                    }

                                    if (ctagName.equals("Fault")) {

                                        return null; 

                                    } else if (ctagName.equals("Response")) {

                                        Response samlresponse = new Response((Element) cnode); 





        return samlresponse;

                                    } else {

                                        return null; 

                                    }

                                }

                            } // end of for loop 




} else if (!tagName.equals("Header"))




{

                            return null; 

                        }

                    } 

                }

            } else {

               throw new SAMLException("SOAP reply is null");

            }

        } catch (Exception e ) {

            throw new SAMLException(e.getMessage()); 


}


return response;

    }

    private Document toDOMDocument(String xmlString) throws SAMLException {


if (xmlString == null) {


    throw new SAMLException("Input XMLString is null.");


}


try {


    DocumentBuilderFactory dbFactory = DocumentBuilderFactory.newInstance();


    dbFactory.setNamespaceAware(true);


    dbFactory.setValidating(false);


    DocumentBuilder docBuilder = dbFactory.newDocumentBuilder();


    ByteArrayInputStream is = new ByteArrayInputStream(xmlString.getBytes("UTF-8"));



    return docBuilder.parse(is); 


} catch (Exception e) {


    throw new SAMLException("Parsing error:" + e.getMessage());


}

    }

    protected String getXMLResponseFault(int code, String msg) {

        return "<Response><ResponseFault code=\"" + code + "\" description=\"" + msg + "\"/></Response>";

    }

}

7.1.5 Client Interface

Below is a code sample in Java that interfaces with the RoleAssertion servlet. It programmatically issues an HTTP request to the servlet, passing the token ID, and gets back the Attribute Assertion as XML and parses it:

import java.net.*;

import java.io.*;

...

// Get token ID

String tokenID = ..........;

// Send HTTP request to the servlet passing tokenId as a request parameter

String roleAssertionURLString = "http://ssec02.ig01.dev.nhs.uk/amserver/RoleAssertion?token=" + tokenID;

URL roleAssertionURL = new URL(roleAssertionURLString);

HttpURLConnection conn = (HttpURLConnection)roleAssertionURL.openConnection();

// Get back XML attribute assertion

BufferedReader in = new BufferedReader(new InputStreamReader(conn.getInputStream()));

String inputLine;

StringBuffer xml = new StringBuffer();

while ((inputLine = in.readLine()) != null) {


xml.append(inputLine);

}

// Parse String Buffer to extract relevant attribute information

...........

Below is a code sample in C that interfaces with the RoleAssertion servlet. It programmatically issues an HTTP request to the servlet, passing the token ID, and gets back the Attribute Assertion as XML and can then parse it:

#include <stdio.h>

#include <curl/curl.h>

#include <curl/easy.h>

int main(void)

{

  CURL *curl;

  CURLcode res;

  char Token[254] = ............;

  char URL[400] = "http://ssec02.ig01.dev.nhs.uk/amserver/RoleAssertion?token=";

  sprintf(URL,"%s%s",URL,Token);

  printf ("%s\n",URL);

  curl = curl_easy_init();

  if(curl) {

    curl_easy_setopt(curl, CURLOPT_URL, URL);

    res = curl_easy_perform(curl);

    /* always cleanup */

    curl_easy_cleanup(curl);

  }

  return 0;

}

7.2 C  APIs

7.2.1 Identity Agent Ticket API

#ifndef TICKER_API_H

#define TICKER_API_H

#include "TicketApiErr.h"

typedef long TCK_API_INSTANCE;

extern "C" {

  // all interfaces are decleared for dynamic linked dll (using TicketApi.lib)

  // all interfaces starting with _TcktApi_ are using static linked Dll (TicketApiDll.lib)

  // define the constant TCK_API_STATIC (#define TCK_API_STATIC 1) to enable the static method.

  // the dynamic method is default and has the main advantage, that the application can start and 

  // say something to the user, if the TicketApiDll.dll is not able to load (e.g. not found, memory problem,

  // unresolved externals, ...)

  // Initializes the TicketAPI

  // PARAMETERS: None

  // RETURN VALUE:  Handle of the TicketAPI instance

  //         NULL handle is returned in case of any error.

  //         The errorCode can be retrieved using TcktApi_getLastError

  // Possible errorcodes: TCK_API_ERR_NOTINSTALLED, ...

  TCK_API_INSTANCE    TcktApi_Initialize(void);

  TCK_API_INSTANCE    _TcktApi_Initialize(void);

  // Retrieves the Version of any components of the GATicket system

  // PARAMETERS

  //    TCK_API_INSTANCE -   Specifies the instance of the Ticket API.

  //            can be NULL in case of iComponentType==GATICKET_VERSION_API

  //    int iComponentType - Specifies the component of GA Ticket system.

  //               Possible values of this component are

  //               GATICKET_VERSION_API - To retrieve the version of the GATicket API

  //                 GATICKET_VERSION_ENGINE - To retrieve the version of the GATicket engine

  // RETURN VALUE:

  //    DWORD   If success,specifies the version of the requested component.

  //        If failed, 0 is returned. TcktApi_getLastError can be used to retrieve the error.

  DWORD   TcktApi_GetGAVersion(TCK_API_INSTANCE, int iComponentType);

  DWORD   _TcktApi_GetGAVersion(TCK_API_INSTANCE, int iComponentType);

  // Gets a Ticket from the Ticket engine

  // If there is no ticket available, the ticket engine will trz to order a new ticket

  // PARAMETERS: 

  //    TCK_API_INSTANCE - Ticket API Instance

  //    char *pszTicketBuffer  - Pointer to a character which receives the ticket

  //    unsigned int TicketBufferSize - Size of the ticket buffer.

  //    unsigned int *piUsedTicketSize - If !=NULL This will receive the size of the ticket updated in pszTicketBuffer in bytes.

  //

  // RETURN VALUE:  int - If success TCK_API_SUCCESS is returned and the ticket is updated in the buffer. If failed, 

  // proper error codes are returned. When an error occurs, the parameters are not changed.

  // possible errorcodes: TCK_API_ERR_BUFFER_TOO_SMALL

  int   TcktApi_getTicket(TCK_API_INSTANCE, char *pszTicketBuffer, unsigned int TicketBufferSize, unsigned int *piUsedTicketSize);

  int   _TcktApi_getTicket(TCK_API_INSTANCE, char *pszTicketBuffer, unsigned int TicketBufferSize, unsigned int *piUsedTicketSize);

  // Gets a Ticket from the Ticket engine

  // If there is no ticket available, function comes back with TCK_API_ERR_TICKET_NOT_AVAILABLE

  // PARAMETERS: 

  //    TCK_API_INSTANCE - Ticket API Instance

  //    char *pszTicketBuffer  - Pointer to a character which receives the ticket

  //    unsigned int TicketBufferSize - Size of the ticket buffer.

  //    unsigned int *piUsedTicketSize - If !=NULL This will receive the size of the ticket updated in pszTicketBuffer in bytes.

  //

  // RETURN VALUE:  int - If success TCK_API_SUCCESS is returned and the ticket is updated in the buffer. If failed, 

  // proper error codes are returned. When an error occurs, the parameters are not changed.

  // possible errorcodes: TCK_API_ERR_BUFFER_TOO_SMALL, TCK_API_ERR_TICKET_NOT_AVAILABLE

  int   TcktApi_getTicketNoAuth(TCK_API_INSTANCE, char *pszTicketBuffer, unsigned int TicketBufferSize, unsigned int *piUsedTicketSize);

  int   _TcktApi_getTicketNoAuth(TCK_API_INSTANCE, char *pszTicketBuffer, unsigned int TicketBufferSize, unsigned int *piUsedTicketSize);

  // Gets an new Ticket from the Ticket engine

  // PARAMETERS: 

  //    TCK_API_INSTANCE - Ticket API Instance

  //    char *pszTicketBuffer  - Pointer to a character which receives the ticket

  //    unsigned int TicketBufferSize - Size of the ticket buffer.

  //    unsigned int *piUsedTicketSize - If !=NULL This will receive the size of the ticket updated in pszTicketBuffer in bytes.

  //

  // RETURN VALUE:  int - If success TCK_API_SUCCESS is returned and the ticket is updated in the buffer. If failed, 

  // proper error codes are returned. When an error occurs, the parameters are not changed.

  int   TcktApi_getNewTicket(TCK_API_INSTANCE, char *pszTicketBuffer, unsigned int TicketBufferSize, unsigned int *piUsedTicketSize);

  int   _TcktApi_getNewTicket(TCK_API_INSTANCE, char *pszTicketBuffer, unsigned int TicketBufferSize, unsigned int *piUsedTicketSize);

  // Destroys the existing Ticket in the Ticket engine

  //

  // PARAMETERS:

  //    TCK_API_INSTANCE - Instance of the Ticket API

  //

  // RETURN VALUE:  TCK_API_SUCCESS if successfull. If failed, returns an error code.

  // possible errorcodes: TCK_API_ERR_NOTINSTALLED, ...

  int   TcktApi_destroyTicket(TCK_API_INSTANCE);

  int   _TcktApi_destroyTicket(TCK_API_INSTANCE);

  //Retrieves the last occurred error

  //PARAMETERS 

  //  TCK_API_INSTANCE - Ticket API Instance

  //RETURN VALUE

  //  DWORD - Value of the error code.

  DWORD TcktApi_getLastError(TCK_API_INSTANCE);

  DWORD _TcktApi_getLastError(TCK_API_INSTANCE);

  //Retrieves an error description string to an errorcode

  //PARAMETERS:

  //  TCK_API_INSTANCE - Ticket API Instance

  //  DWORD dwError - Error code for which the description need to be retrieved.

  //  char *pszDescrBuffer - Pointer to char buffer to receive the error.

  //  unsigned int DescrBufferSize - Buffer size.

  //  unsigned int *piUsedDescrSize - If !=NULL This will receive the size of the description updated to the buffer in bytes. 

  // RETURN VALUE:

  //    TCK_API_SUCCESS, if succeeded. An error code is returned if failed.

  int   TcktApi_getErrorDescription(TCK_API_INSTANCE, DWORD dwError, char *pszDescrBuffer, unsigned int DescrBufferSize, unsigned int *piUsedDescrSize);

  int   _TcktApi_getErrorDescription(TCK_API_INSTANCE, DWORD dwError, char *pszDescrBuffer, unsigned int DescrBufferSize, unsigned int *piUsedDescrSize);

  //Finalizes the TicketAPI Instance

  //After this the passed Ticket API instance will not be valid.

  //PARAMETERS

  //    TCK_API_INSTANCE Instance of the Ticket API .

  void  TcktApi_Finalize(TCK_API_INSTANCE);

  void  _TcktApi_Finalize(TCK_API_INSTANCE);

} // extern "C"
// replacements for useing of static linked Dll

#ifdef TCK_API_STATIC

  #define TcktApi_Initialize()                                      \

    _TcktApi_Initialize()

  #define TcktApi_GetGAVersion(hInst, iComponentType)                           \

    _TcktApi_GetGAVersion(hInst, iComponentType)

  #define TcktApi_getTicket(hInst, vpszTicketBuffer, TicketBufferSize, piUsedTicketSize)          \

    _TcktApi_getTicket(hInst, vpszTicketBuffer, TicketBufferSize, piUsedTicketSize)

  #define TcktApi_getTicketNoAuth(hInst, pszTicketBuffer, TicketBufferSize, piUsedTicketSize)       \

    _TcktApi_getTicketNoAuth(hInst, pszTicketBuffer, TicketBufferSize, piUsedTicketSize)

  #define TcktApi_getNewTicket(hInst, pszTicketBuffer, TicketBufferSize, piUsedTicketSize)        \

    _TcktApi_getNewTicket(hInst, pszTicketBuffer, TicketBufferSize, piUsedTicketSize)

  #define TcktApi_destroyTicket(hInst)                                  \

    _TcktApi_destroyTicket(hInst)

  #define TcktApi_getLastError(hInst)                                   \

    _TcktApi_getLastError(hInst)

  #define TcktApi_getErrorDescription(hInst, dwError, pszDescrBuffer, DescrBufferSize, piUsedDescrSize) \

    _TcktApi_getErrorDescription(hInst, dwError, pszDescrBuffer, DescrBufferSize, piUsedDescrSize)

  #define TcktApi_Finalize(hInst)                                     \

    _TcktApi_Finalize(hInst)

#endif

#endif //TICKER_API_H

#ifndef TICKET_API_H

#define TICKET_API_H

// Version constants

#define GATICKET_VERSION_API    1

#define GATICKET_VERSION_ENGINE   2

#define GATICKET_VERSION_GACPRODUCT 3

// Check errors

#define IsError(Err) (Err != TCK_API_SUCCESS)

#define IsGenericError(Err)   ( (Err & TCK_ERR_GRP_GENERIC) == TCK_ERR_GRP_GENERIC)

#define IsCardDeviceError(Err)  ( (Err & TCK_ERR_GRP_CARD_DEVICE) == TCK_ERR_GRP_CARD_DEVICE)

#define IsAuthError(Err)    ( (Err & TCK_ERR_GRP_AUTHENTICATION) == TCK_ERR_GRP_AUTHENTICATION)

#define IsConfigError(Err)    ( (Err & TCK_ERR_GRP_CONFIG) == TCK_ERR_GRP_CONFIG)

#define IsWindowsError(Err)   ( (Err & TCK_ERR_GRP_WINDOWS) == TCK_ERR_GRP_WINDOWS )

// Error Codes

#define TCK_API_SUCCESS           0x00000000

// Error groups

#define TCK_ERR_GRP_MASK          0x80000000

#define TCK_ERR_GRP_GENERIC         0x80100000

#define TCK_ERR_GRP_CARD_DEVICE       0x80200000

#define TCK_ERR_GRP_AUTHENTICATION      0x80400000

#define TCK_ERR_GRP_CONFIG          0x80800000

#define TCK_ERR_GRP_WINDOWS         0x81000000

//GENERIC ERRORS

#define TCK_API_ERR_INTERNAL          ( 0x00000001 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_NOT_INITIALIZED       ( 0x00000002 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_INVALID_PARAMETER     ( 0x00000003 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_BUFFER_TOO_SMALL      ( 0x00000004 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_INVALID_INSTANCE_HANDLE   ( 0x00000005 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_SERVER_BUSY         ( 0x00000006 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_SERVER_COMM_FAILED      ( 0x00000007 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_RESOURCE_ALLOCATION_FAILED  ( 0x00000008 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_TICKET_NOT_AVAILABLE    ( 0x00000009 |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_INTERNAL_ERROR        ( 0x0000000A |TCK_ERR_GRP_GENERIC)

#define TCK_API_ERR_NOT_IMPLEMENTED       ( 0x0000000b |TCK_ERR_GRP_GENERIC)

//CONFIGURATION ERRORS

#define TCK_API_ERR_VERSION_CONFLICT      ( 0x00000001 |TCK_ERR_GRP_CONFIG)

#define TCK_API_ERR_NOT_INSTALLED       ( 0x00000002 |TCK_ERR_GRP_CONFIG)

#define TCK_API_ERR_NO_SERVERFOUND        ( 0x00000003 |TCK_ERR_GRP_CONFIG)

#define TCK_API_ERR_LOAD_RES_FAILED       ( 0x00000004 |TCK_ERR_GRP_CONFIG)

#define TCK_API_ERR_AUTHMETHOD_NOT_AVAILABLE  ( 0x00000005 |TCK_ERR_GRP_CONFIG)

#define TCK_API_ERR_AUTHMETHOD_NOT_POSSIBLE   ( 0x00000006 |TCK_ERR_GRP_CONFIG)

#define TCK_API_ERR_RESOURCE_NOT_AVAILABLE    ( 0x00000007 |TCK_ERR_GRP_CONFIG)

//CARD or DEVICE RELATED ERRORS

#define TCK_API_ERR_SMARTCARD_NOT_SUPPORTED   ( 0x00000001 |TCK_ERR_GRP_CARD_DEVICE)

#define TCK_API_ERR_READER_NOT_AVAILABLE    ( 0x00000002 |TCK_ERR_GRP_CARD_DEVICE)

#define TCK_API_ERR_SMARTCARD_NOT_VALID     ( 0x00000003 |TCK_ERR_GRP_CARD_DEVICE)

#define TCK_API_ERR_PIN_BLOCKED         ( 0x00000004 |TCK_ERR_GRP_CARD_DEVICE)

#define TCK_API_ERR_CARD_TRANSACTION_FAILED   ( 0x00000005 |TCK_ERR_GRP_CARD_DEVICE)

#define TCK_API_ERR_NO_CERT_FOUND       ( 0x00000006 |TCK_ERR_GRP_CARD_DEVICE)

#define TCK_API_ERR_NO_KEY_FOUND        ( 0x00000007 |TCK_ERR_GRP_CARD_DEVICE)

//AUTHENTICATION ERRORS

#define TCK_API_ERR_USER_ABORT          ( 0x00000001 |TCK_ERR_GRP_AUTHENTICATION)

#define TCK_API_ERR_AUTHENTICATION_FAILED   ( 0x00000002 |TCK_ERR_GRP_AUTHENTICATION)

#define TCK_API_ERR_AUTHENTICATION_NOT_POSSIBLE ( 0x00000003 |TCK_ERR_GRP_AUTHENTICATION)

#define TCK_API_ERR_USER_NOT_VALID        ( 0x00000004 |TCK_ERR_GRP_AUTHENTICATION)

#define TCK_API_ERR_AUTHSERVER_NOT_AVAILABLE  ( 0x00000005 |TCK_ERR_GRP_AUTHENTICATION)

#define TCK_API_ERR_AUTHDATA_SYNTAX_ERROR   ( 0x00000006 |TCK_ERR_GRP_AUTHENTICATION)

#define TCK_API_ERR_AUTH_NOT_VALID        ( 0x00000007 |TCK_ERR_GRP_AUTHENTICATION )

#define TCK_API_ERR_AUTHMETHOD_NOT_SUPPORTED  ( 0x00000008 |TCK_ERR_GRP_AUTHENTICATION )

#endif //TICKET_API_H
7.2.2 API  Supplement – C API (Identity Server SSO API )

The C API is provided in a package that comes with SSB or any of its downloadable agents. The package includes header files, libraries and samples.
The currently supported C API is included in Identity Management Policy Agent downloads available from: 
http://nww.connectingforhealth.nhs.uk/implementation/deployment/
The downloads section of this site can found at:

http://nww.connectingforhealth.nhs.uk/implementation/deployment/downloads
This will include versions for the following platforms: Linux, Solaris and MS Windows.
7.2.2.1 SSO API Deprecated methods

For 2007-A onwards, this API has been revised to remove methods which should not be used by calling applications. The modified methods are summarized below. Calling any of these methods will return an error response which is compatible with the SSO local API.
	Method
	Rationale

	am_sso_invalidate_token
	Calling applications should not be able to destroy a user’s session. If this is required, the appropriate method is to call destroyTicket on the Ticket API, see section 7.1.1.

	am_sso_set_property
	Key authentication session properties are stored by the SSB in the user’s Token. These should not be overwritable by calling applications.


7.2.2.2 Include Files

Include files for the C SSO API are am_sso.h and am_notify.h. am_sso.h must be included for any routines. am_notify.h must be included for parsing notification messages from the server and calling SSO listeners.

7.2.2.3 am sso.h Header File

#ifndef __AM_SSO_H__

#define __AM_SSO_H__

#include <stdlib.h>

#include <am.h>

#include <am_types.h>

#include <am_properties.h>

AM_BEGIN_EXTERN_C

typedef struct am_sso_token_handle *am_sso_token_handle_t;

/*

 * Create an handle to session information.

 * Parameters:

 *   sso_token_handle

 *

pointer to sso token handle which will be

 *

assigned an handle if the session validation is

 *

is successful.

 *   sso_token_id

 *

string representation session identifier.

 *   session_url

 *

list of space separated URLs of active session

 *

servers

 *   reset_idle_timer

 *

When querying for session information should this

 *

query reset the idle timer on the server or not?

 * Returns:

 *   AM_SUCCESS

 *

if session validation was successful and

 *

a handle was successfully created.

 *   AM_NO_MEMORY

 *

if there was a memory allocation problem.

 *   AM_INVALID_ARGUMENT

 *

if the session_token_handle_ptr parameter is NULL

 *   AM_SESSION_FAILURE

 *              if the session validation failed.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

am_status_t

am_sso_create_sso_token_handle(am_sso_token_handle_t *sso_token_handle_ptr,




       const char *sso_token_id,




       const char *session_url,




       am_bool_t reset_idle_timer);

/*

 * Destroy the handle to session information.  It does NOT log out the

 * user or invalidate the session.

 * Parameters:

 *   sso_token_handle

 *

sso token handle to be deallocated.

 * Returns:

 *   AM_SUCCESS

 *

if the memory release process was successful.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

*/

am_status_t

am_sso_destroy_sso_token_handle(am_sso_token_handle_t sso_token_handle);

/*

 * Get the auth level for this session.

 * Parameters:

 *   sso_token_handle

 *

the sso token handle

 * Returns:

 *
The auth level of this session handle.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

unsigned long

am_sso_get_auth_level(const am_sso_token_handle_t sso_token);

/*

 * Get the auth type for this session.

 * Parameters:

 *   sso_token_handle

 *

the sso token handle

 * Returns:

 *
The auth type of this session handle.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

const char *

am_sso_get_auth_type(const am_sso_token_handle_t sso_token);

/*

 * Get the host address for this session.

 * Parameters:

 *   sso_token_handle

 *

the sso token handle

 * Returns:

 *
The host address of this session handle.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

const char *

am_sso_get_host(const am_sso_token_handle_t sso_token);

/*

 * Get the max idle time for this session.

 * Parameters:

 *   sso_token_handle

 *

the sso token handle

 * Returns:

 *
The max idle time for this session handle.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

long

am_sso_get_max_idle_time(const am_sso_token_handle_t sso_token);

/*

 * Get the max session time for this session.

 * Parameters:

 *   sso_token_handle

 *

the sso token handle

 * Returns:

 *
The max session time of this session handle.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

long

am_sso_get_max_session_time(const am_sso_token_handle_t sso_token);

/*

 * Get the value of a session property.

 * Parameters:

 *   sso_token_handle

 *

the sso token handle

 * Returns:

 *
The value of the session property, NULL if no value

 *
exists or such property does not exist.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

const char *

am_sso_get_property(const am_sso_token_handle_t sso_token,



    const char *property_key);

/*

 * Get the sso token id for this session.

 * Parameters:

 *   sso_token_handle

 *

the sso token handle

 * Returns:

 *
The sso token id of this session.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

const char *

am_sso_get_sso_token_id(const am_sso_token_handle_t sso_token);

/*

 * Get the principal of this session.

 * Parameters:

 *   sso_token_handle

 *

the sso token handle

 * Returns:

 *
The principal of this session handle.

 *   AM_INVALID_ARGUMENT

 *

if the sso_token_handle is invalid.

 *   AM_FAILURE

 *

if there was some unexpected failure.

 */

const char *

am_sso_get_principal(const am_sso_token_handle_t sso_token);

AM_END_EXTERN_C

#endif /*__AM_SSO_H__*/

7.2.2.4 am notify.h Header File

#ifndef AM_NOTIFY_H

#define AM_NOTIFY_H

#include <am_policy.h>

AM_BEGIN_EXTERN_C

/*

 * This function should be called by the service listening on the 

 * notification URL given in the properties file if notification is enabled.

 *

 * It parses the XML message and calls SSO Token listeners and policy 

 * notification handlers accordingly. 

 *

 * Parameters:

 *   xmlmsg

 *

XML message containing the notification message.

 * 

 *   policy_handle_t

 *              The policy handle created from am_policy_service_init().

 * 

 *              NULL if policy is not initialized or not used.

 *

 * Returns:

 *   AM_SUCCESS 

 *              if XML message was successfully parsed and processed.

 * 

 *   AM_INVALID_ARGUMENT

 *

if any input parameter is invalid.

 * 

 *   AM_ERROR_PARSING_XML

 *              if there was an error parsing the XML message.

 *

 *   AM_ERROR_DISPATCH_LISTENER

 *              if there was an error dispatching the listener(s).

 *

 *   AM_FAILURE

 *

if any other error occurred.

 */

AM_EXPORT am_status_t 

am_notify(const char *xmlmsg, am_policy_t policy_handle);

AM_END_EXTERN_C

#endif

7.2.2.5 C SSO Error Codes

typedef enum {

    AM_SUCCESS = 0,

    AM_FAILURE,

    AM_INIT_FAILURE,

    AM_AUTH_FAILURE,

    AM_NAMING_FAILURE,

    AM_SESSION_FAILURE,

    AM_POLICY_FAILURE,

    AM_NO_POLICY,

    AM_INVALID_ARGUMENT,

    AM_INVALID_VALUE,

    AM_NOT_FOUND,

    AM_NO_MEMORY,

    AM_NSPR_ERROR,

    AM_END_OF_FILE,

    AM_BUFFER_TOO_SMALL,

    AM_NO_SUCH_SERVICE_TYPE,

    AM_SERVICE_NOT_AVAILABLE,

    AM_ERROR_PARSING_XML,

    AM_INVALID_SESSION,

    AM_INVALID_ACTION_TYPE,

    AM_ACCESS_DENIED,

    AM_HTTP_ERROR,

    AM_INVALID_FQDN_ACCESS,

    AM_FEATURE_UNSUPPORTED,

    AM_AUTH_CTX_INIT_FAILURE,

    AM_SERVICE_NOT_INITIALIZED,

    AM_INVALID_RESOURCE_FORMAT,

    AM_NOTIF_NOT_ENABLED,

    AM_ERROR_DISPATCH_LISTENER,

    AM_REMOTE_LOG_FAILURE,

    AM_LOG_FAILURE,

    AM_REMOTE_LOG_NOT_INITIALIZED,

    AM_NUM_ERROR_CODES
/* This should always be the last. */

} am_status_t;

7.2.2.6 C SSO Properties

Certain properties must be read in and passed to am_sso_init(), the routine which initializes C API. Because of this, am_sso_init() must be called before any other SSO interface. The default properties file used is AMAgent.properties, located in IdentityServer_base/SUNWam/config/. The following properties must be set:

· The com.sun.am.namingURL property specifies the URL for the Naming Service. This service is used to find the URL of the Session Service for the given SSOToken ID. This property must be set as: com.sun.am.namingURL = https://myhost.mydomain.com:58080/amserver/namingservice

· The com.sun.am.notificationEnabled and com.sun.am.notificationURL properties specify whether notification is enabled, and if enabled, a URL where the application can listen for messages from Identity Server. These properties must be set as: com.sun.am.notificationEnabled=true

· The com.sun.am.sso.cacheEntryLifeTime property specifies how long, in minutes, a session token can live in cache before it should be removed. This property must be set as: com.sun.am.sso.cacheEntryLifeTime=5.  If not set, the default is 3 minutes.

· The com.sun.am.sso.checkCacheInterval property specifies how often, in minutes, the cache should be checked for entries that have reached the cache entry lifetime. This property must be set as: com.sun.am.sso.checkCacheInterval=5

· The com.sun.am.sso.maxThreads specify the maximum number threads the SSO API should invoke for handling notifications. The API maintains a thread pool and invokes a thread for each notification. If the maximum number of threads has been reached, the notification will wait until a thread is available. If not specified the default maximum number of threads is 10. This property must be set as: com.sun.am.sso.maxThreads = 5

A sample AMAgent.properties file is included in Annex A for reference.

7.2.2.7 Using the C SSO interfaces

The C SSO interfaces consist of the following routines. A detailed description of the input and output parameters for each interface is in the header files.

· Initialization and Cleanup

· Get, Validate, Refresh And Destroy SSO Token

· Get Session Information Interfaces

· Get And Set Property Interfaces

· Listener And Notify Interfaces

7.2.2.8 Initialisation and Cleanup

To use the C SSO API, the am_sso_init() routine needs to be called before any other routines. This interface initializes the internal SSO module. At the end of all SSO routines, am_cleanup() should be called to cleanup the internal SSO module. 

Code Example: Code sample for Initialisation and Cleanup interfaces.

  #include <am_sso.h>

  int main() {

am_properties_t *properties;

am_status_t status;

/* create a properties handle */

status = am_properties_create(&properties);

if (status != AM_SUCCESS) {

printf("am_properties_create failed.\n");

exit(1);

}

/* load properties from a properties file */

status = am_properties_load(properties,

"./myPropertiesFile");

if (status != AM_SUCCESS) {

printf("am_properties_load failed.\n");

exit(1);

}

/* initialize Authentication module */

status = am_auth_init(properties);

if (status != AM_SUCCESS) {

printf("am_sso_init failed.\n");

return 1;

}

/* initialize SSO module */

status = am_sso_init(properties);

if (status != AM_SUCCESS) {

printf("am_sso_init failed.\n");

return 1;

}

/* login through auth module, and do auth functions.

* ...

*/

/* do sso functions
* ...

*/

/* done - cleanup. */

status = am_cleanup();

if (status != AM_SUCCESS) {

printf("am_cleanup failed!\n");

return 1;

}

/* free memory for properties */

status = am_properties_destroy(properties);

if (status != AM_SUCCESS) {

printf("Failed to free properties.\n");

return 1;

}

/* exit program successfully. */

return 0;

}
am_sso_init() initialises internal data structures for talking to the Session Service. It takes a properties input parameter that contains name /value pairs from a configuration or properties file, and returns a status on the success or failure of the initialization. 

am_cleanup() cleans up all internal data structures created by am_sso_init, am_auth_init, or am_policy_init. am_cleanup() needs to be called only once when using any of the SSB C API interfaces (authentication, SSO or policy).

7.2.2.9 Get, Validate, Refresh And Destroy SSO Token
Once an SSOToken is initialised, a user needs to be authenticated to get the token ID for their login session.  A token can be obtained with the token ID and the am_sso_create_sso_token_handle interface.  This interface checks to see if the token is in its local cache and, if not, goes to the server to get the session information associated with the token ID and caches it.  If the reset flag is set to true, this interface will refresh the idle time of the token on the server. 

Code Example: Sample configuration of am_sso_create_sso_token_handle.

am_status_t am_sso_create_sso_token_handle(am_sso_token_handle_t

* sso_token_handle_ptr, const char *sso_token_id, boolean_t

refresh_token);
Once a token handle is obtained, the caller can check if the session is valid with the am_sso_is_valid_token interface.  The am_sso_token_validate interface will flush the token handle in the local cache (if any) and go to the server to fetch the latest session information.  The am_sso_refresh_token will also flush the token handle in the local cache (if any) and go to the server to fetch the session information.  In addition, it will reset the idle time of the session on the server. 

Code Example: Sample configurations of each of token-related interfaces.

boolean_t am_sso_is_valid_token(am_sso_token_handle_t

sso_token_handle);

am_status_t am_sso_validate_token(am_sso_token_handle_t

sso_token_handle);

am_status_t am_sso_refresh_token(am_sso_token_handle_t

sso_token_handle);
When the caller is done with a token handle, it must be freed by calling am_sso_destroy_sso_token_handle to prevent memory leak. 

Code Example: Sample configuration of destroy SSO Token interface.

am_status_t am_sso_destroy_sso_token_handle(am_sso_token_handle_t

sso_token_handle);
The session associated with the token can be invalidated or ended with am_sso_invalidate_token.  Although this ends the session for the user, the proper way to log out is through am_auth_logout.  Using the former interface to end a session will result in authentication resources associated with the session to remain on the server unnecessarily until the session has timed out. 

Code Example: Sample configuration of am_sso_invalidate_token.

am_status_t am_sso_invalidate_token(am_sso_token_handle_t

sso_token_handle);
am_sso_invalidate_token
THIS METHOD IS NO LONGER AVAILABLE
7.2.2.10 Get Session Information Interfaces

The following interfaces make it convenient to get server-defined information (or properties) about the session associated with a token. This can include the session idle time, max session time, etc.

· const char * am_sso_get_sso_token_id(const am_sso_token_handle_t sso_token_handle)

· time_t am_sso_get_idle_time(const am_sso_token_handle_t sso_token_handle)

· time_t am_sso_get_max_idle_time(const am_sso_token_handle_t sso_token_handle)

· time_t am_sso_get_time_left(const am_sso_token_handle_t sso_token_handle)

· time_t am_sso_get_max_session_time(const am_sso_token_handle_t sso_token_handle)

· const char * am_sso_get_principal(const am_sso_token_handle_t sso_token_handle)

· am_string_set_t am_sso_get_principal_set(const am_sso_token_handle_t sso_token_handle)

· const char * am_sso_get_host(const am_sso_token_handle_t sso_token_handle)

Get And Set Property Interfaces
The get and set property interfaces allows an application to get any property (server or application defined) and to set any property in a session. These interfaces are:

· const char * am_sso_get_property(const am_sso_token_handle_t sso_token_handle, const char *prop_name);

· am_status_t am_sso_set_property(am_sso_token_handle_t sso_token_handle, const char *prop_name, const char *prop_value);

NOTE THAT THE SET_PROPERTY METHOD IS NO LONGER AVAILABLE

Code Example:  Sample of the SSO get, set, create, refresh, validate, invalidate, and destroy interfaces.

/* initialize sso as in previous sample */

am_status_t status = NULL;

am_sso_token_handle_t sso_handle = NULL;

char *session_status = NULL;

am_string_set_t principal_set = NULL;

/* create sso token handle */

status = am_sso_create_sso_token_handle(&sso_handle,

sso_token_id, false);

if (status != AM_SUCCESS) {

printf("Failed getting sso token handle for sso token id

%s.\n", sso_token_id);

return 1;

}

/* check if session is valid */

session_status = am_sso_is_valid_token(sso_handle) ? "Valid"

: "Invalid";

printf("Session state is %s\n", session_status);

/* check if session is valid using validate. This also

updates the handle with info from the server */

status = am_sso_validate_token(sso_handle);

if (status == AM_SUCCESS) {

printf("Session state is valid.\n");

} else if (status == AM_INVALID_SESSION) {

printf("Session status is invalid.\n");

} else {

printf("Error validating sso token.\n");

return 1;

}

/* get info on the session */

printf("SSO Token ID is %s.\n",

am_sso_get_sso_token_id(sso_handle));

printf("Auth type is %s.\n",

am_sso_get_auth_type(sso_handle));

printf("Auth level is %d.\n",

am_sso_get_auth_level(sso_handle));

printf("Idle time is %d.\n",

am_sso_get_idle_time(sso_handle));

printf("Max Idle time is %d.\n",

am_sso_get_max_idle_time(sso_handle));

printf("Time left is %d.\n",

am_sso_get_time_left(sso_handle));

printf("Max session time is %d.\n",

am_sso_get_max_session_time(sso_handle));

printf("Principal is %s.\n",

am_sso_get_principal(sso_handle));

printf("Host is %s.\n", am_sso_get_host(sso_handle));

principal_set = am_sso_get_principal_set(sso_handle);

if (principal_set == NULL) {

printf("ERROR: Principal set is NULL!\n");

}else {

printf("Principal set size %d.\n",

principal_set->size);

for (i = 0; i < principal_set->size; i++) {

printf("Principal[%d] = %s.\n", i,

principal_set->strings[i]);

}

am_string_set_destroy(principal_set);

}

/* get "HOST" property on the session. Same as

am_sso_get_host(). */

printf("Host is %s.\n", am_sso_get_property(sso_handle,

"HOST"));

/* set a application defined property and get it back */

status = am_sso_set_property(sso_handle, "AppPropName",

"AppPropValue");

if (status != AM_SUCCESS) {

printf("Error setting property.\n");

return 1;

}

printf("AppPropName value is %s.\n",

am_sso_get_property(sso_handle, "AppPropName");

/* refresh token, idle time should be 0 after refresh */

status = am_sso_refresh_token(sso_handle);

if (status != AM_SUCCESS) {

printf("Error refreshing token !\n");

return 1;

}

printf("After refresh, idle time is %d.\n",

am_sso_get_idle_time(sso_handle));

/* end this session abruptly. am_auth_logout() is the right

way to end session */

status = am_sso_invalidate_token(sso_handle);

if (status != AM_SUCCESS) {

printf("Error invalidating token.\n");

return 1;

}

/* we're done with sso token handle. free memory for sso

handle. */

status = am_sso_destroy_sso_token_handle(sso_handle);

if (status != AM_SUCCESS) {

printf("Failed to free sso token handle.\n");

return 1;
}

/* call am_cleanup, and other cleanup routines as in previous

sample */
7.2.2.11 Listener and Notify Interfaces

Applications can be notified when a session has become invalid, possibly because it has been idle over a time limit, or it has reached the maximum session time.  This is done by implementing a listener function of type am_sso_token_listener_func_t, which takes a SSO token handle, event type, event time, and application-defined opaque handle for arguments. 

This listener function must be registered to be invoked when the session has ended and notification must be enabled for an application to receive notifications.  Notification is enabled by setting the property com.sun.am.notificationEnabled to true, and by providing a URL where the application is receiving HTTP messages from Identity Server.  The URL where the application is receiving messages from the Identity Server is expected to take any message from the server (as an XML string) and pass it to am_notify(). am_notify() will parse the message and invoke session listeners or policy listeners depending on whether the message is a session or policy notification. 

Code Example: Sample implementation of SSOToken listener and how to register it.

void sample_listener_func(

am_sso_token_handle_t sso_token_handle,

const am_sso_token_event_type_t event_type,

const time_t event_time,

void *opaque)

{

if (sso_token_handle != NULL) {

const char *sso_token_id =

am_sso_get_sso_token_id(sso_token_handle);

boolean_t is_valid =

am_sso_is_valid_token(sso_token_handle);

printf("sso token id is %s.\n",

sso_token_id==NULL?"NULL":sso_token_id);

printf("session state is %s.\n",

is_valid == B_TRUE ? "valid":"invalid");

printf("event type %d.\n", event_type);

printf("event time %d.\n", event_time);

}

else {
printf("Error: sso token handle is null!");

}

if (opaque)

*(int *)opaque = 1;

return;

}

int main(int argc, char *argv[]) {

am_status_t status;

char *sso_token_id = argv[1];

int listener_func_done = 0;

/* initialize sso as in previous samples */

/* get sso token handle */

status = am_sso_create_sso_token_handle(&sso_handle,

sso_token_id, false);

/* register listener function. notification must be enabled,

if not, status AM_NOTIF_NOT_ENABLED will be returned. */

status = am_sso_add_sso_token_listener(sso_handle,

sample_listener_func, &listener_func_done);

if (status != AM_SUCCESS) {

printf("Failed to register sample listener function.\n");

return 1;

}

7.2.3 SAML C API

A C++ API may be obtained from www.opensaml.org if required. However, this section covers sample C code to apply the XML/HTTP interface to the SAML Servlet option.

7.2.3.1 SAML Servlet Client
Below is a code sample in C that interfaces with the RoleAssertion servlet. It programmatically issues an HTTP request to the servlet, passing the token ID, and gets back the Attribute Assertion as XML and can then parse it:

#include <stdio.h>

#include <curl/curl.h>

#include <curl/easy.h>

int main(void)

{

  CURL *curl;

  CURLcode res;

  char Token[50] = ............;

  char URL[200] = "http://ssec02.ig01.dev.nhs.uk/amserver/RoleAssertion?token=";

  sprintf(URL,"%s%s",URL,Token);

  printf ("%s\n",URL);

  curl = curl_easy_init();

  if(curl) {

    curl_easy_setopt(curl, CURLOPT_URL, URL);

    res = curl_easy_perform(curl);

    /* always cleanup */

    curl_easy_cleanup(curl);

  }

  return 0;

}

7.2.3.2 Identity Server SDK Patch h
Description

Where you have a naming URL in your AMAgent.properties you will add the following additional defaultSessionURL:

com.sun.am.namingURL = https://sbapi......:443/amserver/namingservice
com.sun.am.sso.defaultSessionURL =  

https://sbapi.......:443/amserver/sessionservice
Explanation 

When an SDK transaction is initiated it starts with the namingURL and during the second part of the transaction switches to the host embedded in the SSO Token to find the original Identity Server holding the session.

In a high availability configuration the Identity Server that receives 

a request might not be holding the originating session.  It should use the SSO token to find the originating server and proxy the transaction to the other Identity Server and then return the response to the requesting client.

By default Identity Server populates this SSO token with the internal 

names. The default works fine if all SDK's initiate from the internal network but if SDK's initiate from external names also, then the second part of the transaction for the external SDK's will fail.

To resolve this and optimise for external (LSP) hosts the Identity Server publishes external names in the SSO Tokens.  The above configuration patch asserts the use of the external address.

Applying this configuration change will not affect behaviour because the singular Identity Servers are propagating the external address.

Java SDK

The Java SDK requires a replacement am_sdk.jar and the equivalent AMConfig.properties settings are:

com.iplanet.am.naming.ignoreNamingService=true

com.iplanet.am.server.protocol=https

com.iplanet.am.server.host=sbapi.....

com.iplanet.am.server.port=443

7.3 Sample AMAgent.properties file

/* The following keys are used to configure the Debug service.

* Possible values for the key 'level' are: off | error | warning | message. 

* The key 'directory' specifies the output directory where the debug files 

* will be created.

* Trailing spaces are significant.

* Windows: Use forward slashes "/" separate directories, not backslash "\".

* Windows: Spaces in the file name are allowed for Windows.

*/

com.iplanet.services.debug.level=message

com.iplanet.services.debug.directory=/var/opt/SUNWam/debug

/* The following keys are used to configure the Stats service.

* Possible values for the key 'level' are: off | file | console 

* Stats state 'file' will write to a file under the specified directory,

* and 'console' will write into  webserver log files

* The key 'directory' specifies the output directory where the debug files 

* will be created.

* Trailing spaces are significant.

* Windows: Use forward slashes "/" separate directories, not backslash "\".

* Windows: Spaces in the file name are allowed for Windows.

* Stats interval should be atleast 5 secs to avoid CPU saturation, 

* Sun ONE Identity Server would assume any thing less than 5 secs is 5 secs.

*/

com.iplanet.am.stats.interval=3600

com.iplanet.services.stats.state=off

com.iplanet.services.stats.directory=/var/opt/SUNWam/debug

/*

* Configuration File (serverconfig.xml) Location

*/

com.iplanet.services.configpath=/etc/opt/SUNWam/config/ums

/* The following keys are used to configure SDK caching. 

* The key 'cache.maxSize' specifies the size of the cache when caching

* is enabled. The size should be an integer greater than 0, or

* default size(10000) will be used. Each cache entry stores a set of 

* attributes values of AMObject for a user.

*/

com.iplanet.am.sdk.cache.maxSize=10000

/*

* Module for processing user create/delete/modify can be plugged in

* by setting the following property with the implementation class.

*/

com.iplanet.am.sdk.userEntryProcessingImpl=

/*

 * Flag for enabling/disabling Java security manager permissions

 * check for IS. Disabled by default. If it is enabled, then

 * appropriate changes should be made to the Jave policy file

 * of the container in which IS is deployed, so that IS jar files

 * are trusted for performing sensitive operations.

 * See the javadocs of com.sun.identity.security for details.

 */

com.sun.identity.security.checkcaller=false;

com.iplanet.am.defaultOrg=ou=IdentityServer,o=nhs

com.iplanet.am.directory.ssl.enabled=false

com.iplanet.am.directory.host=ssds14.sds01.dev.nhs.uk

com.iplanet.am.directory.port=399

com.iplanet.am.server.protocol=http

com.iplanet.am.server.host=ssec02.ig01.dev.nhs.uk

com.iplanet.am.server.port=80

com.iplanet.am.console.protocol=http

com.iplanet.am.console.host=ssec02.ig01.dev.nhs.uk

com.iplanet.am.console.port=80

com.iplanet.am.profile.host=ssec02.ig01.dev.nhs.uk

com.iplanet.am.profile.port=80

com.iplanet.am.naming.url=http://ssec02.ig01.dev.nhs.uk:80/amserver/namingservice

com.iplanet.am.notification.url=http://ssec02.ig01.dev.nhs.uk:80/amserver/notificationservice

com.iplanet.am.daemons=unix securid

com.iplanet.am.cookie.name=iPlanetDirectoryPro

com.iplanet.am.cookie.secure=false

com.iplanet.am.cookie.encode=COOKIE_ENCODE

com.iplanet.am.pcookie.name=DProPCookie

com.iplanet.am.locale=en_US

com.iplanet.am.jdk.path=/usr/jdk/entsys-j2se

com.iplanet.am.logstatus=ACTIVE

com.iplanet.am.rootsuffix=ou=IdentityServer,o=nhs

com.iplanet.am.domaincomponent=ou=IdentityServer,o=nhs

com.iplanet.am.version=6.1

/*

 * Identify cert db directory path, prefix and password file

 * to initialize JSS Socket Factory when iWS is configured SSL

 */

com.iplanet.am.admin.cli.certdb.dir=/export/sunone/var/opt/SUNWappserver7/domains/domain1/server1/config

com.iplanet.am.admin.cli.certdb.prefix=

com.iplanet.am.admin.cli.certdb.passfile=/export/sunone/opt/SUNWam/config/.wtpass

/*

 * Identify property value for SSL ApprovalCallback

 *    If the checkSubjectAltName or resolveIPAddress feature is enabled, 

 *    cert7.db and key3.db with the prefix value of 

 *    com.iplanet.am.admin.cli.certdb.prefix will have to be created under 

 *    the directory of com.iplanet.am.admin.cli.certdb.dir before IS is 

 *    restarted.

 */

com.iplanet.am.jssproxy.trustAllServerCerts=false

com.iplanet.am.jssproxy.checkSubjectAltName=false

com.iplanet.am.jssproxy.resolveIPAddress=true

/*

 * OCSP configuration

 * OCSP ocspCheck is the global parameter to enable/disable ocsp checking.

 *   i.e. If this parameter is "false", ocsp feature in Cert auth-module can

 *
  not be used.

 * OCSP responder url is the global OCSP responder url for this instance

 *   i.e. http://ocsp.sun.com/ocsp

 * OCSP responder nick name is the CA cert nick name for that responder  

 *   i.e. "Certificate Manager - sun". If set, the CA cert must be presented 

 *   in the web server's cert database. 

 * If the OCSP url is set, the OCSP responder nick name must be set too,

 * otherwise both will be ignored.

 * If those are not set, the OCSP reponder URL presented in user's certificate

 * will be used for OCSP validation. If the the OCSP reponder URL is not 

 * presented in user's cert, then no OCSP validation will be performed.

 */

com.sun.identity.authentication.ocspCheck=true

com.sun.identity.authentication.ocsp.responder.url=

com.sun.identity.authentication.ocsp.responder.nickname=

/*

 * Identify saml xml signature keystore file, keystore password file

 * key password file

 */

com.sun.identity.saml.xmlsig.keystore=/export/sunone/opt/SUNWam/lib/keystore.jks

com.sun.identity.saml.xmlsig.storepass=/export/sunone/opt/SUNWam/config/.storepass

com.sun.identity.saml.xmlsig.keypass=/export/sunone/opt/SUNWam/config/.keypass

com.sun.identity.saml.xmlsig.certalias=test

/*

 * A flag to indicate if de-referenced assertions should be removed from the

 * cache. This flag applies to those assertions that were created associated with

 * artifacts, and have been de-referenced.

 */

com.sun.identity.saml.removeassertion=false

/* 

* Identifies the super user for this Sun ONE Identity Server, this user must 

* login using LDAP and use full DN. The user will always be authenticated 

* against the local directory server

*/

com.sun.identity.authentication.super.user=uid=amAdmin,ou=People,ou=IdentityServer,o=nhs

/*

 * The following keys are used to configure replication setup.

 * The key 'replica.num.retries' specifies the number of time to retry.

 * The key 'replica.delay.between.retries' specifies the delay time(in milliseconds) 

 * between retries.

 */

com.iplanet.am.replica.num.retries=0

com.iplanet.am.replica.delay.between.retries=1000

/*

 * The following keys are used to configure event connection.

 * The key 'event.connection.num.retries' specifies the number of time to

 * retry.

 * The key 'event.connection.delay.between.retries' specifies the delay time

 * (in milliseconds) between retries.

 * The key 'event.connection.ldap.error.codes.retries' specifies the

 * LDAPException error codes that retries will happen

 */

com.iplanet.am.event.connection.num.retries=3

com.iplanet.am.event.connection.delay.between.retries=3000

com.iplanet.am.event.connection.ldap.error.codes.retries=80,81,91

/*

 * The following keys are used to configure the notification thread pool.

 * The key 'com.iplanet.am.notification.threadpool.size' specifies the 

 * size of the pool(total number of threads).

 * The key 'com.iplanet.am.notification.threadpool.threshold' specifies 

 * the max task queue length. 

 * When a notification task comes in, it is queued in the task queue for

 * processing. If it reaches the max length, further incoming requests

 * will be rejected along with a ThreadPoolException, until the queue

 * has vacancy.

 */

com.iplanet.am.notification.threadpool.size=10

com.iplanet.am.notification.threadpool.threshold=100

/*

 * The following keys are used to configure ldap connection for add, delete

 * modify, read and search.

 * The key 'ldap.connection.num.retries' specifies the number of time to retry.

 * The key 'ldap.connection.delay.between.retries' specifies the delay time

 * (in milliseconds) between retries.

 * The key 'ldap.connection.ldap.error.codes.retries' specifies the

 * LDAPException error codes that retries will happen

 */

com.iplanet.am.ldap.connection.num.retries=3

com.iplanet.am.ldap.connection.delay.between.retries=1000

com.iplanet.am.ldap.connection.ldap.error.codes.retries=80,81,91

/******** READ-ONLY PROPERTIES ***** DO NOT MODIFY ************************

* The following read-only properties MUST NOT be modified. Modifications may

* render the server unusable.

*/

/* The following key is used to identify the install base directory.  */

com.iplanet.am.installdir=/export/sunone/opt/SUNWam

com.iplanet.am.install.basedir=/export/sunone/opt/SUNWam/web-apps/services/WEB-INF

/* The following key is the shared secret for application auth module */

com.iplanet.am.service.secret=AQICnQPLVCy21wm/J0tMwxnAQT07eVvwORpK

/*

* The following keys are used to identify the deployment descriptors for 

* the services and agents

*/

com.iplanet.am.services.deploymentDescriptor=/amserver

com.iplanet.am.console.deploymentDescriptor=/amconsole

com.sun.identity.password.deploymentDescriptor=/ampassword

com.iplanet.am.policy.agents.url.deploymentDescriptor=AGENT_DEPLOY_URI

/*

* The following key is used to Enable/Disable the session failover

* feature of Sun ONE Identity Server.

*/

com.iplanet.am.session.failover.enabled=false

/*

* The following properties are only used when session 

* failover is enabled.

*/

com.iplanet.am.localserver.protocol=http

com.iplanet.am.localserver.host=ssec02.ig01.dev.nhs.uk

com.iplanet.am.localserver.port=80

/*

* This property can be used by any remote sdk application that

* wants failover in session validation/ get the service urls etc.

*/

com.iplanet.am.naming.failover.url=

/*

 * The following key is used to specify maximum concurrent sessions.

 * Login would give max sessions error if max concurrent sessions exceeds this

 * number

*/

com.iplanet.am.session.maxSessions=5000

/*

* The following key is used to enable/disable USING httpSession

*/

com.iplanet.am.session.httpSession.enabled=true

/*

* The following key is used to enable/disable Host look up during session logging

*/

com.sun.am.session.enableHostLookUp=false

/* 

* The following key can be used to specify maximum caching time for Application Sessions.

* The value is in minutes. By default the cache never expires unless this 

* property is enabled.

* 

*/

#com.sun.identity.session.application.maxCacheTime=3

/* The following key is used to specify the maximum content-length

 * for an HttpRequest that will be accepted by the Identity Server

 * The default value is 16384 which is 16k

*/

com.iplanet.services.comm.server.pllrequest.maxContentLength=16384

/* The following key is used to specify the maximum content-length

 * for an HTTP Request that will be used in SAML. 

 * The default value is 16384 which is 16k

*/

com.sun.identity.saml.request.maxContentLength=16384

/*

* The following key is used to keep the invalid session in session table

* for this period. Value is in minutes (for e.g. 3 minutes)

* Note: This value should always be greater than the timeout value in your

* auth module properties file

*/

com.iplanet.am.session.invalidsessionmaxtime=10

/*

* The following keys are used to enable session client side notification

* Default polling period is 180 seconds

*/

com.iplanet.am.session.client.polling.enable=false

com.iplanet.am.session.client.polling.period=180

/* 

* The following is used in unix auth module

*/

unixHelper.port=58946

/* The following space-separated list is used for securid auth module and helper(s) */

securidHelper.ports=58943

/*

* The following key is used to check whether the Sun ONE Identity Server is 

* runnign on iAS or not. This key is modified only by installer so please do 

* not change it.

*/

com.iplanet.am.iASConfig=false

/*

 * The following keys are used to identify the mail server host and ports

 */

com.iplanet.am.smtphost=localhost

com.sun.identity.sm.smptpport=25

/*

 * SecureRandom Properties: The key "com.iplanet.security.SecureRandomFactoryImpl"

 * specifies the factory class name for SecureRandomFactory

 * Available impl classes are:

 *   com.iplanet.am.util.JSSSecureRandomFactoryImpl (uses JSS)

 *   com.iplanet.am.util.SecureRandomFactoryImpl (pure Java)

 */

com.iplanet.security.SecureRandomFactoryImpl=com.iplanet.am.util.JSSSecureRandomFactoryImpl

/*

 * SocketFactory properties: The key "com.iplanet.security.SSLSocketFactoryImpl"

 * specifies the factory class name for LDAPSocketFactory

 * Available classes are:

 *    com.iplanet.services.ldap.JSSSocketFactory (uses JSS)

 *    netscape.ldap.factory.JSSESocketFactory    (pure Java)

 */

com.iplanet.security.SSLSocketFactoryImpl=com.iplanet.services.ldap.JSSSocketFactory

/*

 * Encryption: The key "com.iplanet.security.encryptor" specifies

 * the encrypting class implementation.

 * Available classes are:

 *    com.iplanet.services.util.JCEEncryption

 *    com.iplanet.services.util.JSSEncryption

 */

com.iplanet.security.encryptor=com.iplanet.services.util.JSSEncryption

/*

 * This flag is used to determine the whether the console is installed on

 * a remote machine or on a local machine and will be used by auth/console

 */ 

com.iplanet.am.console.remote=false

/*

 * The key "com.iplanet.am.clientIPCheckEnabled" specifies

 * that whether the IP address of the client is checked in all

 * SSOToken creation/validation or not.

 */

com.iplanet.am.clientIPCheckEnabled=false

/**

 * Properties listed below are for Remote Policy API

 */

/*

 * The username to use for the Application authentication module.

 */

com.sun.identity.agents.app.username=UrlAccessAgent

/*

 * Name of the log file to use for logging messages to Sun ONE Identity Server.

 * Just the name of the file is needed. The directory of the file is determined

 * by settings configured on the Sun ONE Identity Server.

 */

com.sun.identity.agents.server.log.file.name=amRemotePolicyLog

/*

 * Resource result cache size.  Cache is created on the server where agent resides

 */

com.sun.identity.agents.cache.size=1000

/*

 * Polling interval (mins) is the duration after which an entry is dropped 

 * from the remote policy api cache. Default polling time is set to 3 

 * minutes.

 */

com.sun.identity.agents.polling.interval=3

/**

 * The following key is used to Enable/Disable Notifications for remote policy api

 */

com.sun.identity.agents.notification.enabled=false 

/**

 * Notification URL for remote policy api

 */

com.sun.identity.agents.notification.url=

/**

 * The following key is used to control the granularity of remote

 * policy logging level. The valid values for this property are

 * ALLOW, DENY, BOTH and NONE. By default, the property is set to NONE

 */

com.sun.identity.agents.logging.level=NONE

/*

 * This is to indicate whether to use wildcard for resource name comparison

 */

com.sun.identity.agents.use.wildcard=true

/*

 * The policy attributes to be returned by policy evaluator.  The specification is

 * of the format a[,...].  a is the attribute in data store to be fetched.

 */

com.sun.identity.agents.header.attributes=cn,ou,o,mail,employeenumber,c

/*

 * Resource comparator class name

 */

com.sun.identity.agents.resource.comparator.class=com.sun.identity.policy.plugins.PrefixResourceName

/*

 * Resource name's wildcard

 */

com.sun.identity.agents.resource.wildcard=*

/*

 * Resource name's delimiter

 */

com.sun.identity.agents.resource.delimiter=/

/*

 * This is to indicator whether case sensitive is turned on/off during policy evaluation.

 * Default value is false

 */

com.sun.identity.agents.resource.caseSensitive=false

/*

 * True value of policy action.  This value can be ignored if application does not

 * need to access PolicyEvaluator.isAllowed method

 */

com.sun.identity.agents.true.value=allow

#Federation Services cookie

com.sun.identity.federation.fedCookieName=fedCookie

/*

 * If the signingOn Indicator is true then liberty requests/response will be

 * signed when sending and liberty requests/response that are received

 * will be verified for signature validity. If set to false requests/response

 * that are sent and received will not be verified for signature

 */

com.sun.identity.federation.services.signingOn=false

#

# FQDN Map

#   The FQDN Map is a simple map that enables Identity Server Authentication

#   service to take corrective action in the case where the users may have typed

#   in an incorrect URL such as by specifying partial hostname or

#   using an IP address to access protected resources.

#

# Valid Values:

#   Valid values must comply with the syntax of this property which

#   represent invalid FQDN values mapped to their corresponding valid

#   counterparts.

#

# Note:

#   - The format for specifying this property is as follows:

#   com.sun.identity.server.fqdnMap[<invalid-name>]=<valid-name>

#   Where <invalid-name> is a possible invalid FQDN host name that

#   may be used by the user, and the <valid-name> is the FQDN host

#   name the filter will redirect the user to.

#

#   - Please ensure that there are no overlapping values for the same

#   invalid FQDN name. Failing to do so may lead to the application

#   becoming inaccessible.

#

#   - Invalid value for this property can result in the application

#   becoming inaccessible.

#

#   - This property can be used for creating a mapping for more than

#   one hostnames. This may be the case when the applications

#   hosted on this server are accessible by more than one hostnames.

#   However, the use of this feature must be done with caution as it

#   can lead to the applications becoming inaccessible.

#

#   - This property may be used to configure Identity Server 

#   to not take corrective action for certain hostname URLs. 

#   For example, if it is required that no corrective action such as a 

#   redirect be used for users who access the application resources by 

#   using the raw IP address, you can implement this by specifying 

#   a map entry such  as:

#

#     com.sun.identity.server.fqdnMap[<IP>]=<IP>

#

#   - Any number of such properties may be specified as long as they

#   are valid properties conforming to the above stated requirements.

#

# Example:

#   com.sun.identity.server.fqdnMap[isserver]=isserver.mydomain.com

#   com.sun.identity.server.fqdnMap[isserver.mydomain]=isserver.mydomain.com

#   com.sun.identity.server.fqdnMap[<IP address>]=isserver.mydomain.com

#

#com.sun.identity.server.fqdnMap[<invalid-name>]=<valid-name>

#The key that will be used to encrypt and decrypt passwords.

am.encryption.pwd=JzrJuSL95pocIE6KHsBgRHzQwmu4i9RR

# Name of the webcontainer

# Even though the servlet/JSP are web container independent

# IS6.1 Uses servlet 2.3 API request.setCharacterEncoding() to for correctly 

# decoding incoming non English characters.These APIs will not work if IS is 

# deployed on Sun ONE Web Server 6.1. We use gx_charset mechanism to correctly

# decode incoming data in Sun ONE Web Server 6.1 and S1AS7.0. Possible values 

# are BEA6.1, IBM4.0.5 or IAS7.0. If the web container is Sun ONE Webserver, 

# the tag is not replaced. 

com.sun.identity.webcontainer=IAS7.0

# This property can be used to specify a list of user attributes whose

# values will be retrieved from external Directory Server during LDAP

# authentication when authentication service is configured for dynamically

# creating users. The new user created in local Directory Server will have

# the values for attributes which have been retrieved from external iDS.

#

#com.iplanet.am.auth.ldap.createUserAttrList=<attr1,attr2,attr3...>

#

#weights for policy subjects:rules:conditions

#These influence the order in which components of policy 

#namely subjects, rules and conditions are evaluated in a policy

#The value is 3 integers delimited by ":" that indicate the 

#proportional cpu cost for evaluating policy components subject, rule

# and condition respectively

com.sun.identity.policy.Policy.policy_evaluation_weights=10:10:10

/*

 * Session purge delay period, in minutes. After session times out this is the 

 * extended time period for which the session will reside in the session server.

 * This can be used by the client application to check if the session 

 * has timed out or not (through SSO APIs). After this extended stay the 

 * session is destroyed. But the session does not stay (for this extended life) in the server

 * if the user logs out or the session is explicitly destroyed by some 

 * Identity Server component. Session is in INVALID state in this extended period.  

 */

com.iplanet.am.session.purgedelay=60

#

# This property can contain list of space separated trusted IP Addresses 

# in IPv4 format. The IP addresses specified in this list will be read by

# the amserver script and passed to the Unix helper when starting the helper. 

unixHelper.ipaddrs=

#

# This property will be read when IS is configured to run

# in cookie-less mode.

# This property can be used to specify that the cookie needs to

# be rewritten as extra path info in the URL in the format

# protocol://server:port/uri;cookiename=cookieValue?queryString

# if this property is not specified then cookie will be

# written as part of the query string.

# This attribute will be read by IS Authentication service

#com.sun.identity.cookieRewritingInPath=true

7.4 Example 1 SAML Assertion

- <samlp:Response xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol" ResponseID="sc6a1e34c9c0adbd253aab04009bfb0ecba1c8a3e" InResponseTo="sba0ec08e2d8f867ca4a479cd640d95e0bd0d0e85" MajorVersion="1" MinorVersion="0" IssueInstant="2004-03-11T10:19:42Z" Recipient="172.16.72.230">

- <samlp:Status>

  <samlp:StatusCode Value="samlp:Success" /> 

  </samlp:Status>

- <saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" MajorVersion="1" MinorVersion="0" AssertionID="s6b1bbda07a2664f421ed9c83a9ae26073774c29901" Issuer="ssec02.ig01.dev.nhs.uk:80" IssueInstant="2004-03-11T10:19:42Z">

  <saml:Conditions NotBefore="2004-03-11T10:16:42Z" NotOnOrAfter="2004-03-11T10:26:42Z" /> 

- <saml:AttributeStatement>

- <saml:Subject>

  <saml:NameIdentifier NameQualifier="ou=identityserver,o=nhs">uid=23d44d24, ou=people,ou=identityserver,o=nhs</saml:NameIdentifier> 

- <saml:SubjectConfirmation>

  <saml:ConfirmationMethod>urn:com:sun:identity</saml:ConfirmationMethod> 

- <saml:SubjectConfirmationData>

- <saml:Assertion AssertionID="se8b18f56fc44e7214f2a986cd8bc91d407b1aa5601" IssueInstant="2004-03-11T10:19:41Z" Issuer="ssec02.ig01.dev.nhs.uk:80" MajorVersion="1" MinorVersion="0" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">

  <saml:Conditions NotBefore="2004-03-11T10:16:41Z" NotOnOrAfter="2004-03-11T10:26:41Z" /> 

- <saml:AuthenticationStatement AuthenticationInstant="2004-03-11T10:19:14Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">

- <saml:Subject>

  <saml:NameIdentifier NameQualifier="ou=identityserver,o=nhs">uid=23d44d24, ou=people,ou=identityserver,o=nhs</saml:NameIdentifier> 

- <saml:SubjectConfirmation>

  <saml:ConfirmationMethod>urn:com:sun:identity</saml:ConfirmationMethod> 

  <saml:SubjectConfirmationData>AQIC5wM2LY4SfcxnU/xDiRPg+Bx2Tu+Z5pl+HpMJ3TCk8GM=</saml:SubjectConfirmationData> 

  </saml:SubjectConfirmation>

  </saml:Subject>

  <saml:SubjectLocality IPAddress="172.16.73.7" /> 

  </saml:AuthenticationStatement>

  </saml:Assertion>

  </saml:SubjectConfirmationData>

  </saml:SubjectConfirmation>

  </saml:Subject>

- <saml:Attribute AttributeName="ssbAssertionVersion" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">1.0</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="cn" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">Doe Joanna B</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="uid" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">23D44D24</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsOcsPrCode" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">B85038</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsIdCode" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">RH5</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="o" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">Somerset Partnership NHS and Social Care Trust</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsJobRole" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"Nursing & MW":"Nurse":" Nurse Consultant"</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsAreaOfWork" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"Medicine":"Paediatrics":"Paediatric Gastroenterology"</saml:AttributeValue> 

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"Medicine":" Paediatrics":"Paediatric Neurology"</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsWorkGroups" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"Ward 3"</saml:AttributeValue> 

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"Ward 4"</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsAreaOfWorkCodes" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">P0010:Q0030:T0150</saml:AttributeValue> 

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">P0010:Q0030:T0100</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsBusinessFunctions" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"Prescriber Excluding Controlled Drugs"</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsWorkGroupsCodes" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">RA500041</saml:AttributeValue> 

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">RA500042</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsJobRoleCode" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">S0030:G0100:R0570</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="uniqueIdentifier" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">210987654321</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsBusinessFunctionsCodes" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">B0050</saml:AttributeValue> 

  </saml:Attribute>

- < saml:Attribute AttributeName="nhsIdCode" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">L81102</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="o" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"Sunnyside Surgery, Clevedon"</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsWorkGroupsCodes" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">L8110200000</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsWorkGroups" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"SunnySide Surgery"</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsJobRole" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"Nursing & MW":"Nurse":" Community Nurse"</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="uniqueIdentifier" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">1232456789012</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="nhsJobRoleCode" AttributeNamespace="http://www.syntegra.com">

  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">S0S0030:G0100:R0700</saml:AttributeValue> 

  </saml:Attribute>

  </saml:AttributeStatement>

  </saml:Assertion>

  </samlp:Response>

7.5 Example 2 SAML assertion with ssbSessionRoleUid and ssbMode
- <samlp:Response xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol" ResponseID="s99f1d83f91aa9ae63a4e6269644d83462347359c" InResponseTo="sc17af38c7a21c9224d4605596a85730350b94047" MajorVersion="1" MinorVersion="0" IssueInstant="2004-08-01T09:52:07Z" Recipient="172.16.145.54">
- <samlp:Status>
  <samlp:StatusCode Value="samlp:Success" /> 

  </samlp:Status>
- <saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" MajorVersion="1" MinorVersion="0" AssertionID="s6c4c049608355d53e342105a2ec1b1470f59e2cd" Issuer="nisu122-uksr-app1.nis.nhs.uk:80" IssueInstant="2004-08-01T09:52:07Z">
  <saml:Conditions NotBefore="2004-08-01T09:49:07Z" NotOnOrAfter="2004-08-01T09:59:07Z" /> 

- <saml:AttributeStatement>
- <saml:Subject>
  <saml:NameIdentifier NameQualifier="o=nhs">uid=665289892010,ou=People,o=nhs</saml:NameIdentifier> 

- <saml:SubjectConfirmation>
  <saml:ConfirmationMethod>urn:com:sun:identity</saml:ConfirmationMethod> 

- <saml:SubjectConfirmationData>
- <saml:Assertion AssertionID="seb01715ed62ac384d3da3eed509707f72b7699d8" IssueInstant="2004-08-01T09:52:07Z" Issuer="nisu122-uksr-app1.nis.nhs.uk:80" MajorVersion="1" MinorVersion="0" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">
  <saml:Conditions NotBefore="2004-08-01T09:49:07Z" NotOnOrAfter="2004-08-01T09:59:07Z" /> 

- <saml:AuthenticationStatement AuthenticationInstant="2004-08-01T09:51:12Z" AuthenticationMethod="urn:com:sun:identity:GemplusLoginModule">
- <saml:Subject>
  <saml:NameIdentifier NameQualifier="o=nhs">uid=665289892010,ou=People,o=nhs</saml:NameIdentifier> 

- <saml:SubjectConfirmation>
  <saml:ConfirmationMethod>urn:com:sun:identity</saml:ConfirmationMethod> 

  <saml:SubjectConfirmationData>AQIC5wM2LY4SfcxDFrAEExSLHTliDI15Ml6309ZHQB2s1JA=</saml:SubjectConfirmationData> 

  </saml:SubjectConfirmation>
  </saml:Subject>
  <saml:SubjectLocality IPAddress="172.16.145.54" /> 

  </saml:AuthenticationStatement>
  </saml:Assertion>
  </saml:SubjectConfirmationData>
  </saml:SubjectConfirmation>
  </saml:Subject>
- <saml:Attribute AttributeName="ssbAssertionVersion" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">1.0</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="cn" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">OLIVER M</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="uid" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">665289892010</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="ssbSessionRoleUid" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">118973367014</saml:AttributeValue> 

  </saml:Attribute>

- <saml:Attribute AttributeName="ssbMode" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">1</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="nhsIdCode" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">E84012</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="o" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">OLIVER MT</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="nhsJobRole" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"M&D":"Medical":"Salaried General Practitioner"</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="uniqueIdentifier" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">616971312015</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="nhsJobRoleCode" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">S0010:G0020:R0270</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="nhsIdCode" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">RAS</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="o" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">THE HILLINGDON HOSPITAL NHS TRUST</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="nhsJobRole" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">"M&D":"Medical":"Consultant"</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="uniqueIdentifier" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">118973367014</saml:AttributeValue> 

  </saml:Attribute>
- <saml:Attribute AttributeName="nhsJobRoleCode" AttributeNamespace="http://www.syntegra.com">
  <saml:AttributeValue xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">S0010:G0020:R0050</saml:AttributeValue> 

  </saml:Attribute>
  </saml:AttributeStatement>
  </saml:Assertion>
  </samlp:Response>
7.6 Example SAML schema

<?xml version="1.0" encoding="UTF-8" ?> 

- <xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

- <xs:element name="saml:Assertion">


- <xs:complexType>



- <xs:sequence>


<xs:element name="saml:Conditions" ref="saml:Conditions" /> 



<xs:element name="saml:AttributeStatement" ref="saml:AttributeStatement" minOccurs="0" maxOccurs="1" /> 



<xs:element name="saml:AuthenticationStatement" ref="saml:AuthenticationStatement" minOccurs="0" maxOccurs="1" /> 




</xs:sequence>



<xs:attribute name="xmlns:saml" type="xs:string" use="required" /> 




<xs:attribute name="MajorVersion" type="xs:boolean" use="required" /> 




<xs:attribute name="MinorVersion" type="xs:boolean" use="required" /> 




- <xs:attribute name="AssertionID" use="required">




- <xs:simpleType>





- <xs:restriction base="xs:NMTOKEN">






<xs:enumeration value="s6b1bbda07a2664f421ed9c83a9ae26073774c29901" /> 







<xs:enumeration value="se8b18f56fc44e7214f2a986cd8bc91d407b1aa5601" /> 






</xs:restriction>




</xs:simpleType>



</xs:attribute>



<xs:attribute name="Issuer" type="xs:string" use="required" /> 



- <xs:attribute name="IssueInstant" use="required">



- <xs:simpleType>




- <xs:restriction base="xs:NMTOKEN">


<xs:enumeration value="2004-03-11T10:19:41Z" /> 



<xs:enumeration value="2004-03-11T10:19:42Z" /> 



</xs:restriction>

</xs:simpleType>
</xs:attribute>


</xs:complexType>


</xs:element>
- <xs:element name="saml:Attribute">

- <xs:complexType>


- <xs:sequence>




<xs:element name="saml:AttributeValue" ref="saml:AttributeValue" minOccurs="1" maxOccurs="unbounded" /> 




</xs:sequence>



- <xs:attribute name="AttributeName" use="required">




- <xs:simpleType>





- <xs:restriction base="xs:NMTOKEN">






<xs:enumeration value="cn" /> 



<xs:enumeration value="nhsAreaOfWork" /> 



<xs:enumeration value="nhsAreaOfWorkCodes" /> 



<xs:enumeration value="nhsBusinessFunctions" /> 



<xs:enumeration value="nhsBusinessFunctionsCodes" /> 



<xs:enumeration value="nhsIdCode" /> 



<xs:enumeration value="nhsJobRole" /> 



<xs:enumeration value="nhsJobRoleCode" /> 



<xs:enumeration value="nhsOcsPrCode" /> 



<xs:enumeration value="nhsWorkGroups" /> 



<xs:enumeration value="nhsWorkGroupsCodes" /> 



<xs:enumeration value="o" /> 



<xs:enumeration value="ssbAssertionVersion" /> 



<xs:enumeration value="uid" /> 



<xs:enumeration value="uniqueIdentifier" /> 






</xs:restriction>




</xs:simpleType>



</xs:attribute>



<xs:attribute name="AttributeNamespace" type="xs:anyURI" use="required" /> 



</xs:complexType>

</xs:element>

- <xs:element name="saml:AttributeStatement">

- <xs:complexType>


- <xs:sequence>



<xs:element name="saml:Subject" ref="saml:Subject" /> 




<xs:element name="saml:Attribute" ref="saml:Attribute" minOccurs="1" maxOccurs="unbounded" /> 



</xs:sequence>

</xs:complexType>
</xs:element>
- <xs:element name="saml:AttributeValue">

- <xs:complexType>


- <xs:simpleContent>



- <xs:extension base="xs:string">




<xs:attribute name="xmlns:saml" type="xs:string" use="required" /> 




</xs:extension>


</xs:simpleContent>

</xs:complexType>
</xs:element>
- <xs:element name="saml:AuthenticationStatement">

- <xs:complexType>


- <xs:sequence>



<xs:element name="saml:Subject" ref="saml:Subject" /> 




<xs:element name="saml:SubjectLocality" ref="saml:SubjectLocality" /> 



</xs:sequence>


<xs:attribute name="AuthenticationInstant" type="xs:dateTime" use="required" /> 



<xs:attribute name="AuthenticationMethod" type="xs:string" use="required" /> 


</xs:complexType>
</xs:element>

- <xs:element name="saml:Conditions">

- <xs:complexType>


- <xs:simpleContent>



- <xs:extension base="xs:string">




- <xs:attribute name="NotBefore" use="required">





- <xs:simpleType>






- <xs:restriction base="xs:NMTOKEN">







<xs:enumeration value="2004-03-11T10:16:41Z" /> 








<xs:enumeration value="2004-03-11T10:16:42Z" /> 







</xs:restriction>





</xs:simpleType>




</xs:attribute>




- <xs:attribute name="NotOnOrAfter" use="required">





- <xs:simpleType>






- <xs:restriction base="xs:NMTOKEN">







<xs:enumeration value="2004-03-11T10:26:41Z" /> 








<xs:enumeration value="2004-03-11T10:26:42Z" /> 







</xs:restriction>





</xs:simpleType>




</xs:attribute>



</xs:extension>


</xs:simpleContent>

</xs:complexType>
</xs:element>

<xs:element name="saml:ConfirmationMethod" type="xs:string" /> 

- <xs:element name="saml:NameIdentifier">

- <xs:complexType>


- <xs:simpleContent>



- <xs:extension base="xs:string">




<xs:attribute name="NameQualifier" type="xs:string" use="required" /> 




</xs:extension>


</xs:simpleContent>

</xs:complexType>
</xs:element>
- <xs:element name="saml:Subject">

- <xs:complexType>


- <xs:sequence>



<xs:element name="saml:NameIdentifier" ref="saml:NameIdentifier" /> 




<xs:element name="saml:SubjectConfirmation" ref="saml:SubjectConfirmation" /> 



</xs:sequence>

</xs:complexType>
</xs:element>
- <xs:element name="saml:SubjectConfirmation">

- <xs:complexType>


- <xs:sequence>



<xs:element name="saml:ConfirmationMethod" ref="saml:ConfirmationMethod" /> 




<xs:element name="saml:SubjectConfirmationData" ref="saml:SubjectConfirmationData" /> 



</xs:sequence>

</xs:complexType>
</xs:element>
- <xs:element name="saml:SubjectConfirmationData">

- <xs:complexType mixed="true">


- <xs:choice minOccurs="0" maxOccurs="unbounded">



<xs:element name="saml:Assertion" ref="saml:Assertion" /> 



</xs:choice>

</xs:complexType>
</xs:element>
- <xs:element name="saml:SubjectLocality">

- <xs:complexType>


<xs:attribute name="IPAddress" type="xs:string" use="required" /> 


</xs:complexType>
</xs:element>
7.7 PKCS#11 Example  C

#include <stdio.h>

#include <assert.h>

#include <windows.h>

#include "pkcs11.h"

#include "nhspkcs11.h"

#define BUFFERSIZ       8192

CK_OBJECT_HANDLE LocatePrivateKey( CK_SESSION_HANDLE , CK_OBJECT_HANDLE );

int signMessage(CK_SESSION_HANDLE, CK_OBJECT_HANDLE, CK_BYTE_PTR, CK_BYTE_PTR, CK_ULONG_PTR);

CK_OBJECT_HANDLE locate_signing_cert();

void hash_message(char *, char *);

main(int argc, char **argv)

{


CK_SESSION_HANDLE hSession;


CK_SESSION_INFO sessInfo;


CK_OBJECT_HANDLE certHandle;


CK_SLOT_ID SlotID;


CK_RV rv;


CK_ULONG slen;


char sbuf[BUFFERSIZ];


unsigned char *message = (unsigned char *)"Simple message for signing & verifying.";


unsigned char digest[20]; // sha1 is 160 bits 


char *passphrase;


if (argc != 2)


{



printf("Usage: pkcs11Example Passphrase\n");



exit(1);


}


else



passphrase = argv[1];


if (!nhsPkcs11Interface())



exit(1);


else



printf("pkcs11 interface loaded\n");


printP11Info();


if (slotWithToken( &SlotID ))


{



rv = nhs_C_OpenSession(SlotID, CKF_SERIAL_SESSION, NULL_PTR, NULL_PTR, &hSession);



printf("C_OpenSession completed\n");



assert(rv == CKR_OK);



rv = nhs_C_Login(hSession, CKU_USER, passphrase, sizeof(passphrase));



printf("C_Login completed\n");



assert(rv == CKR_OK);



if ( (certHandle = locate_signing_cert( hSession )) )



{





hash_message(message, digest);





if (signMessage(hSession, certHandle, digest, sbuf, &slen))





{






int i;






printf("\nSigned message (%d bytes) in hex>", slen);






for (i=0;i<slen;i++)







printf("%x", sbuf[i]);






printf("<\n");





}



}



rv = nhs_C_Logout(hSession);



assert(rv == CKR_OK);



printf("\nC_Logout completed\n");



printf("C_ClosenSession completed\n");



rv = nhs_C_CloseSession(hSession);



assert(rv == CKR_OK);


}


rv = nhs_C_Finalize(NULL_PTR);


assert(rv == CKR_OK);


printf("\nC_Finalize completed.\n");


return 0;

}

printP11Info()

{


CK_INFO info;


CK_RV rv;


rv = nhs_C_Initialize((CK_VOID_PTR)NULL_PTR);


assert(rv == CKR_OK);


printf("C_Initialize completed\n");


rv = nhs_C_GetInfo(&info);


assert(rv == CKR_OK);


printf("
Cryptoki Major Version: %d\n", info.cryptokiVersion.major);


printf("
Cryptoki Minor Version: %d\n", info.cryptokiVersion.minor);


printf("
Manufacturer: %s\n", info.manufacturerID);


printf("
Flags: %ld\n", info.flags);


printf("
Library: %-30.30s\n", info.libraryDescription);


return;

}

slotWithToken( CK_SLOT_ID_PTR pSlotID )

{


CK_RV rv;


CK_ULONG ulSlotWithTokenCount;


CK_SLOT_ID_PTR pSlotWithTokenList = NULL_PTR;


CK_MECHANISM_INFO mech_info;


CK_MECHANISM_TYPE sv_mech = CKM_RSA_PKCS;


int slotFound;


int i;


slotFound = 0;


printf("\nChecking slots with tokens: ");

//
Test to see how many slots with a token there are.


rv= nhs_C_GetSlotList(TRUE, NULL_PTR, &ulSlotWithTokenCount);


assert(rv == CKR_OK);


printf("%u found\n", ulSlotWithTokenCount);

//
Once it is know how many slots with a token, create enough space to load the information about each token.


if ( (pSlotWithTokenList = (CK_SLOT_ID_PTR) malloc(sizeof(CK_SLOT_ID)*ulSlotWithTokenCount)) != NULL)


{



rv = nhs_C_GetSlotList(TRUE,pSlotWithTokenList,&ulSlotWithTokenCount);



assert(rv == CKR_OK);



for (i = 0; i < ulSlotWithTokenCount; i++)



{




*pSlotID = pSlotWithTokenList[i];

// Check if this slot is capable of signing and verifying with sv_mech




rv = nhs_C_GetMechanismInfo(*pSlotID, sv_mech, &mech_info);




assert(rv == CKR_OK);




if ((mech_info.flags & CKF_SIGN && mech_info.flags & CKF_VERIFY))




{





printf("Slot %d capable of signature\n", i);





slotFound = 1;




} else





printf("Slot %d not capable of signature\n", i);



}



free(pSlotWithTokenList);


}


return slotFound;

}

signMessage(CK_SESSION_HANDLE Session, CK_OBJECT_HANDLE certHandle, CK_BYTE_PTR pMessage, CK_BYTE_PTR sbuf, CK_ULONG_PTR slen)

{


CK_RV rv;


CK_OBJECT_HANDLE sKeyHandle;

//
Set up the signing mechanism


CK_MECHANISM smech;


smech.mechanism = CKM_RSA_PKCS;


smech.pParameter = NULL_PTR;


smech.ulParameterLen = 0;


sKeyHandle = LocatePrivateKey( Session, certHandle );


rv = nhs_C_SignInit(Session, &smech, sKeyHandle);


if (rv != CKR_OK)


{



fprintf(stderr, "C_SignInit: rv = 0x%.8X\n", rv);



return 0;


}


else



fprintf(stdout, "\nC_SignInit completed\n");

// Assume we are signing a 160 bit SHA1 message digest


rv = nhs_C_Sign(Session, pMessage, 20, (CK_BYTE_PTR)sbuf, slen);


printf("C_Sign completed\n");


if (rv != CKR_OK)


{



fprintf(stdout, "C_Sign error: rv = 0x%.8X\n", rv);



return 0;


}


else



fprintf(stdout, "\nMessage was successfully signed with private key (%d bytes)!\n", *slen);


return 1;

}

CK_OBJECT_HANDLE LocatePrivateKey( CK_SESSION_HANDLE hSession, CK_OBJECT_HANDLE certHandle )

{


CK_RV rv;


CK_OBJECT_HANDLE Objects[10];


CK_ULONG ulObjectCount = sizeof( Objects ) / sizeof( CK_OBJECT_HANDLE );


CK_ULONG pulObjectCount;


printf("\nLocating private key handle associated with public cert...\n");

//
First get the ID of the signature key


CK_BYTE key_id[100];


CK_ATTRIBUTE certTemplate[] =


{



{CKA_ID, key_id, sizeof(key_id)}


};


rv = nhs_C_GetAttributeValue(hSession, certHandle, certTemplate, 1);


if (rv !=CKR_OK)

                fprintf(stderr, "C_GetAttributeValue: rv = 0x%.8X\n", rv);


assert( rv==CKR_OK );


int i;


printf("\nKey id (%d bytes) in hex >", certTemplate[0].ulValueLen);


for (i=0;i<certTemplate[0].ulValueLen ;i++)



printf("%x", key_id[i]);


printf("<\n");

// Set up a template to search for private key token objects that have a known CKA_LABEL attribute.


CK_OBJECT_CLASS ObjClass = CKO_PRIVATE_KEY;


CK_ATTRIBUTE Template[] =


{



{ CKA_CLASS, &ObjClass, sizeof( ObjClass )},

//

{ CKA_TOKEN, &IsTrue, sizeof( CK_BBOOL )},



{ CKA_ID, key_id, 20} // assume these 20 bytes long


};


CK_ULONG ulCount = sizeof( Template ) / sizeof( CK_ATTRIBUTE );

// Initiate the object search:


rv = C_FindObjectsInit( hSession, Template, ulCount );


assert( rv==CKR_OK );

// Get a list of object handles:


rv = nhs_C_FindObjects( hSession, Objects, ulObjectCount, &pulObjectCount );


assert( rv==CKR_OK );


printf("Key handle objects matching search: %u\n", pulObjectCount);

// This should only match one private key handle object


assert( pulObjectCount == 1 );


// Call C_FindObjectsFinal to terminate the search:


rv = nhs_C_FindObjectsFinal( hSession );


assert( rv==CKR_OK );


// Return the private key object handle and exit:


return Objects[0];

};

CK_OBJECT_HANDLE locate_signing_cert( CK_SESSION_HANDLE hSession )

{


CK_RV rv;


CK_OBJECT_HANDLE Objects[10]; // Assume less than 10 certs on the card


CK_ULONG ulObjectCount = sizeof( Objects ) / sizeof( CK_OBJECT_HANDLE );


CK_ULONG pulObjectCount;

// Locate the certificate - assumed only one of the card


CK_OBJECT_CLASS ObjClass = CKO_CERTIFICATE;


CK_ATTRIBUTE certTemplate[] =


{



{ CKA_CLASS, &ObjClass, sizeof( ObjClass )},


};

// Initiate the object search:


rv = nhs_C_FindObjectsInit( hSession, certTemplate, 1 );


assert( rv==CKR_OK );

// Get a list of object handles:


rv = nhs_C_FindObjects( hSession, Objects, ulObjectCount, &pulObjectCount );


assert( rv==CKR_OK );


printf("\nCertificate(s) found matching search: %u\n", pulObjectCount);

// Should only match one cert


if ( pulObjectCount != 1 )



return NULL_PTR;

// Call C_FindObjectsFinal to terminate the search:


rv = nhs_C_FindObjectsFinal( hSession );


assert( rv==CKR_OK );

// Now get the certificate object


CK_BYTE cert[1024*5]; // Assume the blob will be less than 5k


CK_ATTRIBUTE certDERTemplate[] =


{



{CKA_VALUE, cert, sizeof( cert )}


};


rv = nhs_C_GetAttributeValue(hSession, Objects[0], certDERTemplate, 1);


if (rv !=CKR_OK)

                fprintf(stderr, "C_GetAttributeValue: rv = 0x%.8X\n", rv);


assert( rv==CKR_OK );


printf("\nDER Format Certificate (%d bytes) in hex >", certDERTemplate[0].ulValueLen);


int i;


for (i=0;i<certDERTemplate[0].ulValueLen ;i++)



printf("%x", cert[i]);


printf("<\n");


return Objects[0];

}

7.8 PKCS#11 Example  Java

This section does not set out a code example but reproduces the “read me” file on the SSB distribution disk that describes how to use the IAIK Java wrapper.

IAIK PKCS11 wrapper

Employ the ‘pkcs11.jar’ to select the PKSC11 middleware dll or shared object. In order to use the interface it is necessary to place a file ‘pkcs11.conf’ in your CLASSPATH. This file contains one parameter that points to the middleware dll or shared object that will be employed for the content commitment; for example if the Gemplus PKCS11 interface is employed then the ‘pksc11.conf’ will look thus –

##

## the pkcs11 interface

##

pkcs11_file=gclib

It is necessary to include the ‘pkcs11.jar’ in all deployments to determine which middleware will be employed. For example the Java code to determine which middleware to deploy -

com.nhs.Pkcs11Interface pkcs11 = new com.nhs.Pkcs11Interface();

String myMkcs11Module = pkcs11.getPkcs11(); 

Included is a Java example file that shows how the IAIK PKCS11 wrapper may be employed. Unzip the contents of iaik_pkcs11.zip. Edit the file 'runexample.bat' to make sure that all the paths are correct to the local system. Save any changes and double click the 'runexample.bat' to execute the example, for example output should look similar to-

C:\work\iaik>runexample

C:\work\iaik>echo off

 initializing... FINISHED

getting mechanism list

getting slot list

getting mechanism list for slot 1

mechanism info for mechanism CKM_RSA_PKCS_KEY_PAIR_GEN:

mechanism info for mechanism CKM_RSA_PKCS:

FINISHED

open RO session

FINISHED

login user to session with passcode "1234"

FINISHED

find signature key

found 1 signature keys

for signing we use signature key 0

FINISHED

find certificate

ID of signature key: a11b35151d66c16ffbf82220fecccbee369c03d7

found 1 certificates with matching ID

for verification we use certificate 0

FINISHED

read certificate

DER encoded certificate (922 bytes):

308203963082027ea0030201020204411b65a2300d06092a864886f70d0101050500302d310c300a

b3009060355040b130243413110300e0603550403130753756243413032310d300b0603550403130

FINISHED

Sign file

The signature value is: f4b98f379127283aa21b19092da7e1e0adb5b087

Writing signature to file \signature.txt

FINISHED

logout session

FINISHED

close session

FINISHED

finalize session

FINISHED

Press any key to continue
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� Note that these static variables are only available from version 5.2.12 onwards of the GemAuthenticate Client (first distributed in version 13.01.10 of the Identity Agent).


� Note that these static variables are only available from version 5.2.12 onwards of the GemAuthenticate Client (first distributed in version 13.01.10 of the Identity Agent).
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